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Server & Storage Chassis 
For Your Unique Needs 

Chenbro’s Engineering Expertise & Testing Capabilities Allow For Extensive Customization 



In the race toward high- 
density systems, you probably 
put quite a bit of thought into 
the processors, motherboards, 
hard disks, and other elements 
you use. But one equally 
important element is the stor¬ 
age and server chassis housing 
all those elements. 

Knowledge, Capabilities 

Chenbro has been designing 
and building PC, storage, and 
server chassis since 1983 and can 
design a chassis that will meet 
any need, including high density. 

What makes Chenbro unique? 
Knowledge, experience, and 
engineering and testing resourc¬ 
es. Chenbro counts tier 1 ven¬ 
dors with hyperscale data cen¬ 
ters among its customers. As a 
result, it can use that technology 
experience to engineer, design, 
and build chassis for anyone in 
need of a customized server and 
storage chassis solution. 

Such customers typical¬ 
ly have a host of concerns, 
including flexibility, expand¬ 
ability, reliability, power 
efficiency, performance, and 
availability, and they’re look¬ 
ing for all of those things in a 
chassis that has a small foot¬ 
print and a low price. 


Chenbro’s experience work¬ 
ing with customers who have 
those needs and others, com¬ 
bined with the company’s engi¬ 
neering expertise and testing 
capabilities both at its Taiwan 
headquarters and its United 
States office, have made it 
a leader in helping customers 
with virtually any customiza¬ 
tion need. Chenbro has expertise 
in several industries, including 
cloud computing (public and 
private cloud), network security 
and network communication, 
and surveillance. 

Customization Specialties 

When it comes to chas¬ 
sis design, some of the biggest 
challenges are thermal, structur¬ 
al design, and rotational vibra¬ 
tion—issues that are amplified 
in high-density systems. 

Chenbro typically starts with 
one of its 1U, 2U, or 4U ref¬ 
erence chassis and then uses 
its expertise in hardware, soft¬ 
ware, and thermal/structure 
development to customize the 
chassis. Such skillsets cover 
circuit board design, veri¬ 
fication of signal and power 
integrity, HBA and RAID card 
compatibility, and thermal and 
structural analysis. 


Heat & Strength 

Chenbro’s thermal design 
capabilities cover fan selection 
and placement, vent sizing and 
location, air duct design and 
airflow optimization, and heat 
sink design and selection. 

Vibration in modern high- 
density storage environments 
can seriously impact a hard 
drive’s read/write perfor¬ 
mance, which is why Chenbro 
works to solve such problems 
from both a hard drive and 
chassis system design perspec¬ 
tive by looking at all elements, 
including fans, hard drives, 
and even rack vibration. 

Once a chassis design is in 
place, Chenbro’s validation 


facilities test the final design. 
A thermal test and chamber 
focus on the performance of 
the cooling subsystem, a vibra¬ 
tion test by shaker checks for 
external vibration and packing 
design, and an electromagnetic 
interference chamber validates 
the design. 

All these elements combine 
to ensure Chenbro’s commit¬ 
ment to providing flexible, pro¬ 
fessional chassis system design 
and manufacturing services. 

CH6NBRO 

Contact 

( 909 ) 937-0100 
www.chenbro.com 
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HAVE YOU BEEN TO 
www.PROCESSOR.com LATELY? 

We’ve redesigned the site to make it easier to find the 
product news and technology information you trust! 


A drill-down search to view content by specific product category 


PROCESSOR 

Products, News & Information Data Centers Can Trust. 

HOME ABOUT US SUBSCRIPTION HEADQUARTERS ADVERTISING CONTACT US 


NEWSSTAND 

prqcess crt:: 


Plug-Lcvd Pow er Monitoring 



June 13.2014 
View Newsstand 


CATEGORIES 


Clients 

Messaging & Telephony 
Networtdng & VPN 
Physical Infrastructure 
Security 


Servers 

Services 



COVER I JUNE 13.2014 

Plug-Level Power Monitoring 

The STARLINE Critical Power Monitor is a true power monitor, letting 
you see your amperage draw per phase and system voltage and 
calculated values for apparent power, reactive power, and kfiowatt per 
hour usage (kWh) 


Universal Electric Corp 
Phone: 1800)2454378 


Read Article 


FEATURED PROOUCT | JUNE 13.2014 

Improving The Transfer Switch 



Raritan’s new Intelligent Rack Transfer Switch uses a hybrid design, 
combining the best elements of both electromechanical relays and 
silicon-controlled rectifiers into an affordable solution 


Raritan Americas. Inc., Americas 


Phone: (732) 7644886 


Read Article 


▲ 


General Content 



Are Major Network Fixes In The Immediate Future? 


Easy access to read full articles - 

Article Listings provide brief overviews of the latest content added to the site — 
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COMPANY TO WATCH 


Monitor Heat, Humidity & More 

ITWatchDogs & Partner xByte Help You Identify Your Top 
Environmental Concerns & Find A Product That Best Suits Those Needs 


What are the biggest 

environmental concerns in your 
server room? A recent informal 
poll by ITWatchDogs showed, 
relatively unsurprisingly, that 
heat topped the list. But there 
are other concerns: humidity, 
fire, water, and security. 

Helping you identify and 
address those concerns is where 
ITWatchDogs and its distributor 
xByte can help, using knowledge 
and experience to ask relevant 
questions, listen to the answers, 
and then make recommendations 
that will best suit your needs. 

“Most companies first look 
for environmental monitoring 


because they fear their AC will 
fail, they won’t get notified, and 
then their servers will overheat,” 
says Ryan Brown, vice president 
of sales and marketing at xByte. 

What may not always be 
apparent, though, is the dehu¬ 
midifier that could break or fire 
suppression system that could 
go off and cause a flood, or the 
employee or visitor who could 
get into an unsecured server 
closet and cause damage. 

Today’s well-equipped envi¬ 
ronmental monitoring devices 
can watch for all of those issues 
and others. “Companies don’t 
realize that they can very easily 


also get notified of water leaks, 
humidity, fire, and even some¬ 
one accessing the server room 
after hours,” Brown says. 


ITWatchDogs 


• Uses its industry knowledge 
and experience to help you 
avoid environmental issues. 

• Makes a line of devices and 
sensors for use in any sized 
data center or server closet. 

ITWatchDogs 

( 512 ) 257-1462 
www.itwatchdogs.com 


ITWatchDogs’ extensive 
line of climate monitors cost 
as little as $189 and come with 
a range of built-in capabilities 
for monitoring temperature 
and humidity in any sized data 
center or server closet. Digital 
and analog ports let you add 
sensors for other environmental 
issues such as power, water, 
door position, load trend, and 
even battery voltage. 

The ITWatchDogs and 
xByte partnership means you 
have a one-stop shop for IT 
products. “Through our part¬ 
nership with ITWatchDogs, 
our customers can rest easy 
with a complete server protec¬ 
tion program. Our warranty 
covers the inside of the server, 
and their environmental moni¬ 
toring covers the outside.” C 



Stay Informed 
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UP Nodes or 


Hot-Pluggable sleds in 3U 


SYS-5038MA-H24TRF 

Up to 24x 2.5" SATA3 HDDs, 
or 48x2.5" slim SDDs 
Intel® Atom™ C2750 series 


UP Nodes / Hot-pluggable sleds in 3U 

SYS-5038ML-H24TRF 

Intel® Xeon® E3-1200 v3 product family 


Hot-pluggable Nodes in 3U 

SYS-5037-MC-H8TRF/SYS-5037MC-H86RF/SYS-5037MR-H8TRF 

lntel®Xeon®E5-2600v2/E3-1200v3/E3-1200vsproductfamily 


Hot-pluggable Nodes in 3U 

SYS-5038ML-H12TRF/SYS-5037MC-H12TRF 

Intel®Xeon® E3-1200 v3 product family 


IDF14 


IDF 2014 San Frandsco Intel Developer Forum 

San Francisco, California 
Moscone Center West 


Come visit us @ Booth 700 


Sept 9-11 th 



• High density with 24/12/8 UP nodes in 3U 

• Excellent expansion capability with 1 PCI-E 3.0 x8 LP slot per node 

• Up to 2x 3.5"hot-swap or 4x 2.5"fixed SATA3.0 (6Gbps) HDDs per node 

• High efficiency Platinum Level (94%) 1+1 redundant power supplies 

• IPMI 2.0 remote management plus KVM with dedicated LAN per node 

• Intel® Atom™ C2750 series, Intel® Xeon® E5-2600 v2 and E3-1200 v2 /1200 v3 product families 


Up to 130W high-performance CPU support available 

05 /"V. ^ 

jiDigital ; WeP wertheCloud . .”. . 

www.supermicro.com/MicroCloud 

© Super Micro Computer, Inc. Specifications subject to change without notice. 

Intel, the Intel logo, Xeon, and Xeon Inside are trademarks or registered trademarks of Intel Corporation in the U.S. and/or other countries 
All other brands and names are the property of their respective owners. 









DRY 

CONTACT 

BRIOGt 


WEB60O 


MADE IN 


ASSURANCE 
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■ Infrastructure Munlturlnq System 


vis-ionn 


Countless data centers depend on Sensaphone for the most comprehensive temperature and 
environmental monitoring systems available. When you need to be absolutely sure your data center is 
stable, secure and monitored around the clock, there’s no substitute for certainty. 

immmm ■■ HP » ■ — 


Call today for your FREE application guide and catalog 


SENSAPHONE* 

REMOTE MONITORING SOLUTIONS 


For more information visit 

or call toll free 

www.sensaphone.com 

877-373-2700 


The optimal 

cooling solution 




System 2100 

DX Floor Mount Systems 

6 to 60 (21KW- 211KW) Ton Capacities 

High Efficiency Options Available: 

■ EC Fan Technology ■ Air/Water Side 
Economizer ■ Variable Frequency Drives ■ 
Multiple Unit Network ■ Under Floor Static 
Pressure Control ■ Direct-evap Media 


www.compu-aire.com 

( 562 ) 945-8971 
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Visit www.STORSAN.com 

to learn more about StorSAN Storage solutions 


StorSANS 


StorSAN systems provide secure & reliable 
RAID storage for your business needs. 

M lOGbE iSCSI SAN 
M Hybrid NAS/iSCSI/CLOUD 
gf Fibre Channel SAN 
Sj| SAS RAID Storage 


Starting at $895 


Simplify your Data Storage 
with the StorSAN Hybrid Series. 


NAS. iSCSI. Cloud. All-In-One. 


> Manage files and run applications in one device 

> Amazon S3 cloud backup and one-dick disaster recovery 

> VMware, Citrix & Hyper-V Support 

> Up to 1024 terabytes of hybrid storage 


www.STORSAN.com - 11230 Grace Ave, Suite B Fountain Valley CA 92708 - (714)494-1030 


iStarUSA® Group 

Premier IPC OEM/ODM Manufacturer 



www.istarusa.com 


THE AUDIO/VIDEO SERIES 



80 PLUS 



High Efficiency 80 Plus 
Power Supplies 



lEAL 

Power Supply 



EAGE SERIES 

External JBOD Tower 

^RAIQAGE' 

Data Storage 




WS SERIES 

Best Lineup in the Game 

^claytek" 

Cabinet & Racks 


New Products 


Mobile Drive Cage 


TheTrayless 


Accessories 




727 Phillips Drive. City of Industry. CA 91748 Tel 1-888-989-1189 Fax:1-626-301-0588 www istarusa.com 
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Liebert EconoPhase First ever 
pumped refrigerant 
economizer 



Liebert MC™ Intelligent, 
high efficiency condensers 


DRAMATICALLY CUT DATA CENTER COSTS & ACHIEVE A PUE OF 1.05... IN ONE COOL MOVE 

THE CRITICAL DIFFERENCE. 

The new Liebert® DSE™ precision cooling 
system features the industry's first pumped- 
refrigerant economizer, making it 70% more 
efficient than conventional cooling systems. 

Along with the advanced monitoring and 
auto economizer mode-switching of Liebert 
iCOM™ controls, the Liebert DSE uses 
innovative variable load matching with 
digital scroll compressors, EC fans, and 
electronic expansion valves to allow the 
system to operate at the highest efficiency 
in both partial and peak conditions. 

Most importantly, the components of the 
system work together for the industry's 
most efficient cooling system without the 
hassles or maintenance of traditional 
economizer systems. 



Liebert Proprietary 
Data Center Management 
Intelligence and Optimized Aisle 



Liebert DSE Indoor Unit 

Next generation data center 
cooling system 


DATA CENTER SYSTEMS. INC. 

Providing Solutions to Critical Problems 


EMERSON 

Dalacsi.con 

i 952.843.1481 


iergo* 888.222.7270 $ 4 l 

hergo.corr 

1 


Open Racks and Enclosure Cabinets 


Offering also: 

■ Command Centers 

■ Data Centers 

■ IT Furniture 

■ Workstations 

■ Tech Workbenches 

■ Mobile Carts 

■ Enclosure Cabinets 

■ Relay Racks 

Hergo - An original 
equipment manufacturer 
is an approved supplier 
to all branches of the 
U.S. Government. 



GSA 


Contract 

GS-29F-0133G 


^ hergo YOUR trusted Technical Workspace Solutions since 1992 

56-01 55th Ave., Maspeth, NY 11378 | Tel: 888.222.7270 | Fax: 888.410.0671 

Terms, specifications & appearance are subject to change without prior notice • © 2014 hergo 
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spot coolers 


‘table Air Conditioning and Heating 


COOL SOLUTIONS 


RENTALS & SALES 


800.367.8675 


spot-coolers.com 


MOVINCOOL 

PREFERRED DISTRIBUTOR 


With cooling from 1-12 tons and the ability to customize 
units to whatever size you need, Spot Coolers brings you 
instant, cost-effective, cool relief! We’re available every 
day, all day, 365 days a year! 

PORTABLE COOLING 


MovinCool, SpotCool and Office Pro are registered 
trademarks of DENSO Corporation. 



Light Tow«f 


Protect Your Facility... 


Don’t Wait Until It’s Too Late! 


Room Alert ® 


# ® R£ C€ 


• MONITOR 

• ALERT 

• LOG 

• GRAPH 

• VIEW 

• REPORT 

• MANAGE 

• PROTECT 


AVTECH Software, Inc. • Sales 888.220.6700 • Store EnvironmentMonitor.com • Web AVTECH.com 
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Automatic Transfer Switch—ATS 


11 “■ 


Provide Redundancy To Single-Corded Devices With 
The Ability To Switch Out-Of-Phase Sources In 8 To 15ms. 


Standard Features 

Out-Of-Phase Source Switching 
8-15ms Switching Time 
Programmable Dropout Voltage 
Programmable Switchback Voltage 
• SNMP And HTTP With DS-Series 
PCB-Based Reliability 
Reports Volts, Current, Watts, VA 
Break-Before-Make Transfer 


Providing redundancy on the power-circuit level is critical to maintaining up¬ 
time. The ATS Series provides a simple and reliable solution for automatically 
sensing power loss and seamlessly switching to a backup circuit. BayTech 
ATS transfer switch line offers a unique approach to performing the transfer 
by completely severing the connection between the source and load then 
waiting for the zerocrossing to perform the transfer. This is the driving force 
behind being able to perform out-of-phase transfers with a low-cost solution. 


Monitoring Power on the ATS is a unique feature which provides 
information about: 

Amperage Load (Watts) True RMS Power Volt-amps 
• Voltage • Internal Temperature 

By combining the ATS and the DS-Series, console server alerts 
on power and transfers can be sent via secure SNMP V3. 


Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 


Alternating Phase PDUs 


as easy as. 


7 



> Highest Ratio of Outlets to PDU Form Factor 

> Certified at 60°C Operating Temperature 

> Choose your configuration with "Build Your 
Own PDtFonline 

> 6 Color Options, including the new Yellow 


0 


m 

0 


0 



chnology 

30A415V 


Only from your Power 
Strategy Experts 


0 

0 



Server Technology 

Quality Rack Power Solutions 


0 

m 


CELEBRATING 


YEARS 


Finally, confftiriMenf Made t(ksy. 


Get the core benefits 
of containment 
without the hassle. 



MODULAR CONTAINMENT 


Learn more at UPSITE.COM/AISLELOK 
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a Revolution in Data Center 

Containment Doors! 


Pro-Glide' 
by Simplex 

• No protruding 
header or track 
assembly. 

• Sweep seal and 
perimeter gasket 
provides maximum 
containment. 

• Operates smoothly. 

Self-aligning doors 
require no 
adjustment. 

• Pre-hung. Installs 
in minutes. 

• Available in single 
doors up to 48” 
wide, double doors 
to 72” wide. 

Protecting Critical Environments for Over 35 Years 



*U.S. patents pending 


HSIMPLEX 


Call us today! 

1 . 800 . 854.7951 


ISOLATION SYSTEMS I www.simplexisolationsystems.com 


HIND>$ 

CONNECTION PERFECTION 


(888) 865-4639 

www.lindy-usa.com 


Don’t compromise your network security: Let 
LINDY help protect your most valuable asset! 

RJ45 Port Blocker with Key 

Quickly block open network ports and easily prevent 
users from connecting cables and devices or inserting 
foreign objects without permission. Helps protect against 
unauthorized access to a network or system, as well as 
prevents unintentional or malicious damage to ports. 

• Quick, easy & simple to install 

• Block physical access to RJ45 Network ports 

• Prevent damage to ports 

• Visual security deterrent 

• 10 x Blockers and 1 x Key 

System administrators can physically prevent users from connecting Pen Drives, MP3 
Players, and other USB Mass Storage Devices to their computers to copy data, introduce 
viruses, etc. The USB Port Blocker is a combined “key” and “lock” assembly which plugs 
into the USB port. Simply plug the “keylock” into the 
port and release the latch—the lock remains in place! 

Plug the key back into the lock to remove. Easy! 

• Physically blocks access to a USB port 

• Consists of 4 locks and 1 key 

• 5 different color code versions available: 
pink, green, blue, orange, white 





PDU Cables 

connect with us" 

YOUR FIRST CHOICE FOR... 

...Branch Circuit Power Cables 

UL Listed 100% Pre-Tested Hi-Pot Tested 
Packaged for ease of Installation 11 Standard Colors 
Labeled 1900 and Weatherproof Boxes 
Multiple Conduit Options 


CONTACT US TODAY 
for a free quote 


WWW.PDUCABLES.COM > 1.866.631.4238 ♦ SALES@PDUCABLES.COM 


Add power. 
Make it easy. 

Get power 

i] l installed before 
it arrives. 


[ 


Visit our configurator to add power to your cabinet 

pages.chatsworth.com/cabinet-plus-power 


OG3Q 

#cabinet-plus-power 

www.chatsworth.com 

techsupport@chatsworth.com 

800-834-4969 


finjl I 

I Secure 

CHATSWORTH 

PRODUCTS 
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Infra Solution ^ 


Smartcard Access Control for Cabinet 


Upgrade your cabinet with smartcard access control 
less than $ 350 per cabinet 



• Easy & quick installation 

• Designed for IT branded cabinet 

• Universal mounting cut out 

• MiFARE & Proximity compatible 

• Unique coded keys available 

• Free & user friendly management software 

• Fit for left, middle or right door opening 

• Audio & visual alarm while unauthorized access 

Options : Door sensors for audio alarm while unauthorized access 
Double security by master & user cards 


InfraSolution S series smartcard handle is designed for standalone cabinet. 
To look for network and remote control solution, 
please send your inquiry to : inqu i ry@aus tin-h ughes .com 
www.austin-hughes.com 
1 1 -5 1 0- 7 94-2888 - 1 


AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 



www.ROSE.com 


sales© rose.com 

(800) 333-9343 


tiROSE 

.^ELECTRONICS 


Orion X 

KVM Matrix Switch 
DVI USB CAT5 Fiber 
Modular Chassis 
48, 80,160, or 288 ports 


Xtensys 

KVM Matrix Switch 
VGA CAT5 

1-16 Users and 4-64 CPUs 


Orion XC 

KVM Matrix Switch 
DVI USB CAT5 Fiber 
1U Chassis 

8,16, 32, 48, 64, or 80 ports 



Call 800.972.6600 


Primary, supplemental or emergency cooling for 
data centers, server & telecom rooms 

• Portable and ceiling-mount models • Offices 
nationwide • On call 24/7 


a Atlas Sales & Rentals, Inc. 

THE PORTABLE COOLING & HEATING SPECIALISTS 


www.AtlasSales.com 


MOVINCOOL 

PREFERRED DISTRIBUTOR 


MovinCool, SpotCool & 
Office Pro are registered 
trademarks of DENSO Corp. 




Standard and Custom 
Cable Solutions 

• SecureSleeves making the connection 
stronger by securing plugs with 
SecureSleeves. Providing a tighter fit on 
IEC cables can prevent inadvertent 
disconnects. 

• Locking IEC Cables protect equipment 
that is vulnerable to vibration. The 
connector cannot be accidentally pulled 
or vibrated out of the inlet. 

• Colored Cables can help distinguish 
various cord functions in a high density 
installation; playing a critical role in 
quick connection identification. 

• Pre-terminated Networking Solutions 
can be installed quickly providing high 
performance and reliability; ideal 
solutions for mission critical data centers, 
temporary networks, central offices, and 
disaster recovery. 



Connect today at 1.800.870.2248 
or email ePDU@hmcragg.com 

<5hm cragg 

Quality People. Quality Power 
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Ethernet Wall Clock 


The ED310 is a high visibility (4” high digits) time of day 
Ethernet wall clock. The ED310’s Ethernet connection allows its 
internal time-of-day value to be periodically synchronized with a 
local computer’s NTP clock across your LAN. The time can be 
displayed in either military format or in AM/PM format. Up to four 
alarm schedules can be defined to trigger either the internal bell 
or any one of four optional relays. 

ED310 Features 

• Four Inch Tall Digital Display 

• Four seven segment red digits 

• Remotely Controlled Timer Mode 

• Web Browser Control Interface 

• Auto SNTP Synchronizing 

• 10/1 OOBaseT Data Rates 

• Optional six digit model 

• Optional Dual/Quad Relay Outputs 

• Optional PoE Power Sourcing 

• Optional Wi-Fi Wireless Access 



ComputerWise • 1.800.255.3739 • sales@computerwise.com 


Infra Power 


PDU Inspired by Your Data Center 



Intelligent kWh PDU 

Key Highlights 

• kWh and Amp monitoring 

• Switched & Monitored models 

• Outlet-level measurement 

• Daisy chain ports up to 16 levels 

• Patented IP Dongle for IP Cost Saving 

• SNMP traps and email alerts 

• GUI management software 

• Field replaceable meter with 1.8" LCD 

• Tool less Mounting 

• Temp-humid sensor port x2 

• Circuit breaker monitoring 

• Customization on request 

• NEMA 110V/IEC 208V 
Option : Surge Protection 

EMI Filter 




01 Ql 0101 Q| 0|Q| 01 EDI G 
Jj0|Q.Q0 Q 0|Q GD ; [ 


AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


inquiry@austin-hughes.co m 
I www.austin-hughes.coml 
1 1 -51 0 -7 9 4- 2888 


NOW PROCESSOR CAN GO 

ANYWHERE 


YOUR iPAD GOES! 


You asked for it, and Processor listened. 
Now you can read the latest issue of 
Processor from cover to cover, exactly as 
it appears in print, for free on your iPad! 



PR0CESS0R.COM 
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SIGN UP 

TO RECEIVE THE DIGITAL EDITION . . . 

IT'S FREE 


PROCESSOR 

Products. News & Information Data Centers Can Trust. 


NEWSSTAND Featured Content 


Flexible, Customized Views 


DoubieScjht 


View Newsstand ■ 


3CX 


The PBX Market Is Evolving; Are You Keeping Pace? 


Rack 

Solutions 


Cooling Meets Portability 


. dtSearch Document Filters, Search Engines & The Anatomy Of A Binary Format 

www.d»MKh.lon 


STEP 1. Go to www.Processor.com 
STEP 2. Click on Newsstand 

View Newsstand - 


STEP 3. Click Subscribe Now! 
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News 


I IT Salaries Remain Relatively Flat 

Compensation for IT workers at virtually all levels and in businesses of all sizes remained 
relatively flat during the past year, according to a recent analysis by Janco Associates. 
Between July 2013 and July 2014, compensation increased 0.67%; Janco notes overall 
compensation levels are back to the levels they were at in January 2008 and 2007. Other 
survey findings include: 


The average CIO tenure is 4 years, 4 months (up slightly from 
4 years, 3 months the previous year). 


A 


In 2013, the IT job market grew by 74,900 jobs (up from 62,500 in 
2012). That growth isn’t enough to find employment for all IT 
graduates from universities in the United States. 


Layoffs have slowed, but some companies continue to cut the size 
of their IT organizations. 


More companies are bringing IT operations back into their direct 
control, signifying a peak in the demand for onshore outsourcing. 


I Lines Between Operational, Information Technologies Blur 

Digital business technologies such as the Internet of Things, 3D printing, and wearable 
technology are changing how IT leaders look at their roles, according to new research from 
Gartner. In some organizations, CIOs take supportive roles allowing operations and other 
departments to lead. In others, CIOs take leadership roles, expanding their skillsets and 
knowledge to extend their roles beyond IT to fully supporting the digital business, Gartner 
notes. The IT organization is used to owning and supporting ‘back office’ and infrastructure 
technologies. Digital business technologies support the ‘front office’ and operations and may 
be emerging technologies that are not commonly part of the IT agenda,” says Hung LeHong, 
vice president and Gartner Fellow. 



I IDC: Have A Plan For Unlocking 
The Hidden Value Of Information 

What are you doing to extract value from 
unstructured content that could be in a variety 
of formats, applications, and locations? That’s 
the question IDC set out to answer with a 
recent survey of more than 2,100 organiza¬ 
tions in six countries. Being able to connect 
and use the information properly, IDC notes, 
can provide benefits such as increased rev¬ 
enue, reduced costs, and the ability to more 
quickly and accurately respond to customer 
needs. Many organizations simply don’t real¬ 
ize how much value might be in unstructured 
data, says Dave Schubmehl, IDC research 
director. More than 60% of knowledge work¬ 
ers regularly access four or more systems to 
get the information they need, IDC reports, 
with the typical knowledge worker spending 
about 36% of their day looking for and consoli¬ 
dating information across a variety of systems. 


GARTNER NOTES SIX EMERGING AREAS 
THAT CIOS NEED TO CONSIDER: 


• THE INTERNET OF THINGS 


• 3D PRINTING 


• HUMAN AUGMENTATION AND WEARABLE TECHNOLOGY 


• ROBOTICS AND AUTONOMOUS MACHINES 


• COGNITIVE MACHINES 


• CYBERSECURITY 


I Ultraportable Market 
Still Growing Strong 

More than 5 million ultraportables shipped 
during the first quarter of this year, which 
is a year-over-year growth of 65%, accord¬ 
ing to ABI Research. And the market will 
continue its relatively rapid incline, with ABI 
predicting a CAGR of 26% between now 
and 2019. “While the PC market’s growth 
is declining, it is also continuing to frag¬ 
ment, with a plethora of choices, including 
variations in OS, form factor (i.e., hybrid, 
convertible, swivel), display size, and 
weight/thickness,” says research analyst 
Stephanie Van Vactor. “The year 2014 will 
focus on the budget-conscious consumer, 
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News 


and vendors are responding to the chang¬ 
ing market landscape with devices like 
ultraportables.” ABI expects the broader 
portable PC market to continue to struggle. 


I PC Shipments Stabilize 

It appears PC shipments have stabilized, 
at least to some degree, after eight quar¬ 
ters of declining shipments. According to 
the latest report from Gartner, worldwide 
PC shipments had “flat growth”—up 0.1% 
year over year—during the second quarter 
of this year. “While the worldwide PC mar¬ 
ket stopped two years of declining ship¬ 
ments in the second quarter, there were 
mixed results, as stabilization in developed 
markets was offset by a decline in emerg¬ 
ing markets,” says Mikako Kitagawa, 
principal analyst at Gartner. She says the 
PC industry in emerging markets has been 
impacted by “the allure of low-cost tablets,” 
which take spending away from new PCs. 



I Report Looks At “Green-ness” 

Of Mobile Devices 

Between now and 2019, the greenhouse 
gases generated from charging mobile 
devices will more than double, according to 
a report from Juniper Research. About 50% 
of those 2019 emissions will come from 
Asia, where smartphones are recharged 
off of coal-fired electricity grids. Many con¬ 
sumers are unaware of renewable energy 
and sustainable habits in these markets, so 
vendors need to take the lead in pushing 
energy companies to provide more green 


alternatives. The Juniper Research report 
also notes that vendors need to put more 
thought into e-waste and work to make their 
phones more recyclable at end-of-life. 


I Mergers & Acquisitions 
Up 50% Year Over Year 

In the second quarter of this year, the 
number of mergers and acquisitions 
was up 52% from a year ago, with the 
value of those deals up 104% during 
the same timeframe. In its latest report, 
PricewaterhouseCoopers notes that growth 
was the result of eight multibillion-dollar 
transactions. “The trend toward conver¬ 
gence of retail and technology companies 
continues to impact deal activity as com¬ 
panies look for acquisition opportunities to 
gain a competitive advantage and provide 
a holistic consumer experience through a 
new Total Retail’ business model,” says 
Leanne Sardiga, partner and PwC’s United 
States retail and consumer deals leader. 


I Small Cells Pose 
Mobile Network Security Risks 

As network operators struggle to meet traf¬ 
fic demands created by mobile devices, 
they’re increasingly utilizing small-cell 
networks. But, ABI Research reports, 
those small-cell networks come with secu¬ 
rity risks. “Small cells are inevitable parts 
of future mobile networks, but IP-based 
backhaul and location risks, like being out 
of operator direct reach and open to pub¬ 
lic access, leave the network exposed to 
various possible attacks,” says Ahmed Ali, 
research analyst. Security threats include 
data privacy threats, service fraud, and 
denial of service, according to ABI. 


I Vendors Evolve Strategies 
To Improve Sales 

Those in charge of buying equipment for 
their data centers today are focusing on 
more of a holistic level rather than focusing 
solely on devices. As a result, Technology 
Business Research (TBR) reports, vendors 


are working with their channel partners to 
focus more on selling overall solutions. “Data 
center hardware buyers look at their environ¬ 
ments today from an ecosystem level, rather 
than from a device level,” says Christian 
Perry, senior analyst and data center content 
manager. “These heterogeneous environ¬ 
ments—and ultimately the customers within 
them—spur solutions sales.” In the server 
market, for example, TBR found that vendors 
are facing competitive pressures such as low 
pricing and market pressures such as public 
cloud adoption and commoditization. Those 
pressures drove proprietary server revenue 
down 28.9% between the first quarters of last 
year and this year. 



I Report Ranks States 
On Technology Jobs 

Texas is the fastest growing state for tech¬ 
nology jobs, according to a report from 
Dice, winning out with both the highest 
percentage growth (6%) and most new 
positions added in the first half of this year 
(8,100). The Dice report notes that there 
are several other states to watch, including 
Florida, which created more new tech jobs 
in the first six months of this year than it did 
in all of last year. North Carolina, Oregon, 
and Washington round out the top five 
states for tech jobs in terms of year-over- 
year percentage growth. 
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HOW TO 


Troubleshoot 
Wireless Network Issues 

Spot & Resolve Trouble Spots With Enterprise WLANs 



Any business that doesn’t 
have wireless network cover¬ 
age in place by now is in the 
minority. In fact, if you do 
even a little research, it quickly 
becomes clear many experts not 
only believe wireless connectiv¬ 
ity is more important than ever, 
but it will also soon become the 
primary means of connectivity 
for many companies (if it hasn’t 
already done so). 

As such, the days of “set it 
and forget it” are over. Today, 
IT must possess the abil¬ 
ity to spot and quickly resolve 
WLAN issues. 

Embrace Mobility 

Mark Tauschek, Info-Tech 
Research Group principal con¬ 
sulting analyst, says the biggest 
mistake some enterprises make 
when building or architect¬ 
ing wireless networks is hold¬ 
ing onto a mentality of building 
on scarcity and cost vs. building 
for capacity. Today, largely due 
to the influx of mobile devices 

Get Started 


(whether corporate-issued or per¬ 
sonal) into the workplace, there’s 
a greater need for the latter, he 
says. When building for capacity, 
Tauschek’s advice is to not just 
build for immediate capacity but 
build to “anticipate in your wild¬ 
est dreams” what capacity needs 
might be a year or so out. 

Building for coverage, 
Tauschek says, inevitably will 
likely lead to network failures. 
It’s at this point “you get into the 
need for site surveys and more 
specific RF planning,” he says. 

Conversely, building for 
capacity typically lessens the 
chance of coverage gaps and 
issues related to building materi¬ 
als, channel allocations, power 
levels, and more. Specifically, 
Tauschek says to assume every 
user will connect three devices to 
the wireless network, though this 
will increase in coming years. 

Chris Depuy, Dell’Oro Group 
vice president, says many small¬ 
er businesses or branch offices 
installed WLANs years ago to 


ensure there was wireless cov¬ 
erage, something one SOHO- 
class access point would like¬ 
ly accomplish. More recently, 
such businesses are upgrading 
WLANs to incorporate multiple 
APs, enable greater throughput, 
and obtain other benefits. 

Depuy says because simul¬ 
taneously managing multiple 
APs can be difficult, ven¬ 
dors are offering affordable 
enterprise-class systems that 
enable management of numer¬ 
ous APs via a consolidated 
management system. 

Additionally, other alterna¬ 
tives include cloud-managed, 
controller-less, and free software 
controller download options, as 
well as controller functionality 
embedded in various devices. 

Avoid Mistakes 

Commonly, wireless cover¬ 
age can suffer due to interfer¬ 
ence from physical conditions 
(poor floor plans, multiple 
floors, wall thickness, and build¬ 
ing materials), machinery, and 
other nearby WLANs; hardware 


• Some access points now bake 
in spectrum analysis abilities or 
provide the ability to do so. 

• Performing a site audit can 
prevent future coverage and 
performance issues. 

• Many vendors provide tools for 
surveying environments and 
planning capacity/coverage. 


issues related to the wired net¬ 
work; and other issues. 

Matthew Ball, Canalys prin¬ 
cipal analyst, cites inadequate 
site audits as another reason 
trouble spots may appear later. 
“The key mistake is not doing 
a thorough site audit in terms 
of density of devices, traffic 
analysis (applications in use, 
where people use devices, etc.), 
and underestimating the impor¬ 
tance of WLAN security with 
WIPS,” he says. 

Another mistake is not rec¬ 
ognizing “there’s a difference 
between treating a wireless 


Bob Laliberte, senior analyst at Enterprise Strategy Group, says 
troubleshooting coverage can be complex for organizations of any 
size, as location of the access point, building layout, and building 
material types all impact coverage. “Ideally, there would be some 
overlapping coverage patterns,” he says. Laliberte recommends 
enterprises work with their wireless vendor, as many have “devel¬ 
oped tools that model the environment and demonstrate coverage 
areas” and typically take into consideration building layout and 
materials and should help define what’s needed. 
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LAN as an overlay network vs. 
deploying a converged fixed/ 
wireless infrastructure with 
single-pane-of-glass manage¬ 
ment,” Ball says. 

Overlay networks are typically 
treated as secondary to the pri¬ 
mary fixed network and thus lack 
adequate capacity and coverage. 
Further, the approach requires 
two points of management and 
two security solutions. “The con¬ 
verged approach addresses these 
areas,” he says. Another option 
is treating the WLAN and fixed 
network both as the primary net¬ 
work with adequate resources 
given to both. 

Depuy says not integrating 
wired and wireless aspects into 
the same management system 
may save money upfront, but 
over time, this could pose a 
security threat and require 
increasingly more of IT’s time 
having to address two separate 
sets of user databases. 

Although it involves upfront 
costs, upgrading wired and wire¬ 
less aspects at the same time 
and running them on the same 
management system addresses 
the issue, he says. Vendors offer 
such solutions, including those 
offering “so-called ‘cloud man¬ 
aged’ offerings,” Depuy says. 

If upgrading to 802.1 lac, 
Bob Laliberte, senior analyst at 
Enterprise Strategy Group, says 
the extra capacity gained will be 
the biggest impact, as 802.1 lac 
supports up to gigabit speeds for 
Wi-Fi, more users, and addition¬ 
al capabilities for beamforming 


to optimize the experience (less 
interference) for ac-connected 
devices. 802.1 lac may also 
help with unified communica¬ 
tion applications leveraging 
video and voice, especially 
HD video to mobile devices, 
he says. Laliberte cautions that 
many organizations may want to 
also upgrade their wired infra¬ 
structure to 10Gb to keep up 
with the demand. 

Specialize Your Expertise 

Having a broad range of RF 
expertise, training, and certifi¬ 
cations was helpful years ago, 
Tauschek says, but it’s less 
critical now because “enterprise- 
class wireless LAN products all 
have adaptive RF capabilities” 
to look around the environment, 
turning power up or down and 
changing channels are required. 

Where resolving issues quick¬ 
ly in what is rapidly becoming 
mission-critical infrastructure is 
concerned, however, Tauschek 
says IT managers should have 
expertise with the specific vendor 
products they’ve deployed. 

When issues are occurring 
with coverage or performance, 
Tauschek says first “go out and 
get visibility as a client con¬ 
necting to the infrastructure.” 
Although gaining visibility via 
a centrally managed console 
is possible, Tauschek says it’s 
best to connect to the AP as a 
client to determine rates you’re 
connecting at, signal strength, 
and signal noise ratio, and to 
conduct various tests. 


Action Plan 

Info-Tech Research Group Principal Consulting Analyst 
Mark Tauschek says Multiple-Input and Multiple-Output 
(MIMO) and beamforming have mitigated a lot of laten¬ 
cy and delay issues related to signal bouncing. If build¬ 
ing or upgrading a WLAN today, he recommends you 
“throw capacity at it.” 

Add. Adding another access point should resolve many 
issues that an enterprise may be having for various 
reasons in regard to getting coverage to certain areas, 
Tauschek says. 

Save. Adding an access point is also probably the least 
expensive option companies have available to resolve 
coverage-related trouble spots, Tauschek says. 

Budget. Depending on the access point your company 
decides to deploy, Tauschek says, “you’re looking at 
probably $400 to $600.” 


Top Tins 

Plan for wearables. Increasingly, wearable devices will 
connect directly to 802.11 networks because of improve¬ 
ments in WLAN technologies, standards, and implementa¬ 
tions, thus increasing capacity. 

Partner up. Seek channel partners with the right WLAN 
coverage and performance skills and tools to assist with 
capacity planning and ongoing management. 

Take advantage. One advantage of upgrading to an enter¬ 
prise-class WLAN device is that some higher-end cloud- 
managed and controller-based systems offer capabilities to 
locate hotspots within a network. 
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HOW TO 


Conduct A 

Cloud-Readiness Assessment 

Determine Which Workloads Should Move & Execute A Well-Researched Plan 



Cloud-readiness assess¬ 
ments are great tools to help 
you match your business 
objectives with your cloud 
computing adoption goals. 
Because moving to the cloud 
is an intentional process that 
typically involves partnering 
with a third-party cloud pro¬ 
vider, you’ll likely want to 
conduct an assessment to map 
your cloud transition. 

What steps should you take 
before shifting workloads to 
the cloud? And how can you 
avoid common pitfalls and fol¬ 
low through with your assess¬ 
ment? We’ll walk you through 
the process. 

Pre-Assessment Steps 

Before embarking on the 
journey to the cloud, IT 
executives need to weigh the 
costs and benefits of mov¬ 
ing workloads to the cloud, 
according to Agatha Poon, 
research manager at 451 
Research. “The bottom line 
is to evaluate the extent to 

Get Started 


which a cloud service can 
support and augment the 
company’s business in both 
the short and longer terms.” 

Poon adds that there are 
several questions enterprises 
should ask prior to taking the 
giant leap toward the cloud: 
“What does cloud migration 
mean to existing technolo¬ 
gies, processes, and people? 
Which applications are well 
suited for deploying in a 
public cloud? How [do you] 
meet performance require¬ 
ments? [Do you have a] busi¬ 
ness continuity or disaster 
recovery plan?” 

Beyond these assessment 
questions, you should also 
consider how you’re going 
to enforce corporate secu¬ 
rity policies and compliance 
requirements for the cloud. 
If your employees aren’t 
ready to embrace the cloud 
along with all of its pros and 
cons, you may encounter 
resistance that could delay 
your cloud implementation. 


“Team up with a partner that 
can help define a service road 
map to evolve the company’s 
cloud transformation plan 
without jeopardizing invest¬ 
ments,” Poon says. 

Pre-empt Potential Problems 

One snag that enterprises 
can encounter is realizing 
that cloud service providers 
(CSPs) offer something that 
they actually don’t, according 
to Mike Small, fellow analyst 
at KuppingerCole. “Using the 
cloud involves an element 
of trust between the cloud 
customer and the CSP. It is 
essential to understand exact¬ 
ly what the CSP provides and 
what they do not.” 

Moreover, Small says you 
need to be absolutely clear 
about your own responsibili¬ 
ties. For example, “with infra¬ 
structure as a service (IaaS), 
you will be responsible for 
managing your OS environ¬ 
ment and there may be no 
guarantee that the OS in the 
standard VM that you get 


Key Points 


• Begin your cloud-readiness 
assessment by determin¬ 
ing which technologies and 
processes you would like to 
evaluate. 

• Thoroughly research cloud 
service providers and stick 
with one you trust. 

• Allow the cloud-readiness 
assessment to help you 
decide which workloads 
you’re ready to move. 


will be fully patched to the 
latest state.” 

He adds that many orga¬ 
nizations purchase VMs in 
the same way they would 
buy hardware, as in ask for 
more because it’s difficult to 
acquire more capacity later. 
However, this is the wrong 
strategy with cloud adoption 
“because it is expensive to 
oversize a VM and it is easy 
to increase capacity when you 
really need it.” 


When you’re thinking about moving to cloud services, the fol¬ 
lowing questions are fundamental to have answered, says 
Mike Small, fellow analyst at KuppingerCole: “What are the 
business benefits that my organization is seeking to achieve? 
What are the risks that my organization is prepared to accept?” 
Small says that without answering these types of questions, 
it’s difficult to make a rational decision about what workloads 
you should move to the cloud. 
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Carry Out The Evaluation 

Conducting your assessment 
can look like consulting with 
experts who help you make 
critical decisions or teaming 
up with a cloud provider, as 
we’ve already mentioned, but 
there are several key factors 
that Small says the evaluation 
should include. 

Take into account the “sen¬ 
sitivity of data in terms of the 
impact on business were it to be 
lost, leaked, or become unavail¬ 
able,” Small says. Personally 
identifiable data, heath care 
data, financial information sub¬ 
ject to regulation, and card pay¬ 
ment data subject to PCI-DSS 
are all at risk. Beyond this, take 
a look at specific legal or com¬ 
pliance requirements on the ser¬ 
vice itself, he adds. 

“Many organizations have 
concerns about compliance, 
so workloads that are outside 
of the compliance needs may 
be more suitable,” he says. “If 
the need is to meet occasion¬ 
al workload peaks, the cloud 
can provide a solution through 
cloud bursting.” 

Keep in mind that many 
CSPs now provide very com¬ 
plex configuration models that 
allow a cloud service to be con¬ 
figured to meet a broad variety 
of technical needs, Small says. 
For example, models can be 
customized to provide specific 
IP addresses, co-locate work¬ 
loads for performance pur¬ 
poses, and optimize the type 


of server to pair with different 
types of workloads. But under¬ 
stand that an associated issue 
with this capability is that “the 
more customized the solution, 
the more difficult to move to 
another CSP because of a lack 
of standards in this area.” 

If you’re still unsure about 
how your workloads will trans¬ 
fer from your current infra¬ 
structure design to the cloud, 
you can choose to narrow in 
on either compliance or appli¬ 
cations. 451 Research’s Poon 
says some assessment exercises 
“focus more on the security and 
compliance aspects (including 
industry-specific compliance 
requirements) of the cloud. 
Others are performance driven, 
application-aware.” 


Action Plan 

KuppingerCole Fellow Analyst Mike Small offers the fol¬ 
lowing advice to decision makers who are unsure about 
the next steps toward the cloud: 

Focus on policy. Create and communicate a policy and 
processes for the acquisition and use of cloud services. 

Engage stakeholders. Involve the stakeholders within the 
organization, including your risk and compliance council, 
line-of-business managers, information security, IT ser¬ 
vices, legal advisors, procurement, and auditors. 

Know what’s best. Define the business objectives for 
using the cloud and follow through with your goals. 

Establish boundaries. Identify the controls needed to 
ensure continued governance of the chosen cloud solution. 


Top Tips 

Plan for various hang-ups. Transitioning to cloud-based services isn’t a seamless task, if you 
haven’t surmised this already. Agatha Poon, research manager at 451 Research, says your prob¬ 
lems can arise when “the implementation remains siloed with little or no collaboration between dif¬ 
ferent functional groups” and “no contingency plan in place.” 

Know what will impact costs. “It is very difficult to estimate correctly in advance what the actual 
costs of using the cloud service will be. Many organizations have come across this problem. The 
benefit of elasticity may mean that you didn’t fully realize how much your workload had expanded,” 
says Mike Small, fellow analyst at KuppingerCole. “Remember that you will now have another 
‘single pane of glass’ to manage your cloud services in addition to all your existing workloads, and 
this may add to your overall costs.” 

Find a partner for advice. Poon advises enterprises to team up with a partner that can help 
define a service road map in order to evolve the company’s cloud transformation plan without 
jeopardizing investments. 
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SIX QUICK TIPS 


Re-examine The Software 
Maintenance Fees Terrain 

Refocusing Attention On Contracts Could Pay Off 



Based on a survey of CIOs, 
Gartner pinpointed eight dis¬ 
ruptive forces that IT asset 
management and procurement 
executives face, which if not 
managed properly, could result 
in rapid increases in IT asset 
costs. Among these forces was 
maintenance fees, of which 
Gartner states software vendors 
are increasingly dependent on 
and protective of. These fees 
often produce “profits of 85% 
or more” for vendors, account¬ 
ing for nearly half of the rev¬ 
enue for some. 

Gartner sees fees as steadily 
increasing and more difficult to 
reduce, “even when the software 
is not in use.” Consequently, 
many enterprises struggle with 
whether they’re getting their 
money’s worth from paying fees. 

Know The Score 

To receive product updates 
and support, companies pay 


software vendors an annual 
maintenance fee that’s a per¬ 
centage of the product’s original 
license price. 

Years ago, maintenance fees 
were typically 5 to 10%, says 
R “Ray” Wang, principal ana¬ 
lyst, founder, and chairman of 
Constellation Research. The 
same was true for updates. 
Eventually, “vendors rolled 
them together, and they’re 
now about 20% on average per 
year of the total license cost,” 
Wang says. 

Though some vendors indi¬ 
cate they target fees at main¬ 
taining software, he says, his 
firm estimates even products 
seven years old are “making 70 
to 85% profit from the fees.” 

Bob Igou, research director 
at Gartner, says while “main¬ 
tenance fees” is a common 
industry term, he favors some¬ 
thing that better depicts what’s 
exactly being provided to clear 


up confusion, such as “prod¬ 
uct updates and support.” 
Specifically, maintenance 
fees entail two primary com¬ 
ponents, Igou says, including 
ongoing technical support and 
product development. The 
latter includes upgrades, bug 
fixes, innovations, regulatory 
updates, and more. 

Sandi Conrad, senior con¬ 
sulting analyst at Info-Tech 
Research Group, similarly says 
what’s key concerning mainte¬ 
nance fees is knowing exactly 
what’s provided. 

The Vendor’s Perspective 

From the vendor’s perspec¬ 
tive, maintenance fees help it 
continue down its road map, 
Conrad says. If the vendor 
funded product develop¬ 
ment solely based on the next 
license upgrade or license 
price, guaranteeing that R&D 
funds will be available would 
be a challenge, especially if 
customers only buy upgrades 
every six years or so, she says. 


Conrad says that some ven¬ 
dors do release upgrades often 
(every six to 12 months, for 
example), meaning custom¬ 
ers are getting some good value 
from paying maintenance fees 
by acquiring additional features, 
product tweaks, enhanced usabil¬ 
ity, and other positives. 

Vendors that develop less 
often aren’t providing as much 
value from the client perspec¬ 
tive. “Yes, [vendors] may be 
using that money to fund these 
major upgrades, but the client 
doesn’t necessarily see that ben¬ 
efit if it comes out every two 
years,” she says. Further, enter¬ 
prises that prefer sitting back 
to see what problems surface 
after an upgrade and wait for 
fixes before adopting may not 
see upgrade-related benefits for 
three to four years, Conrad says. 

Know The Possibilities 

Some enterprises eventu¬ 
ally find themselves in a situ¬ 
ation where they’re locked 
into paying maintenance fees. 


Ask Tough Questions 

As part of a maintenance fee renewal process, Sandi Conrad, 
senior consulting analyst at Info-Tech Research Group, rec¬ 
ommends evaluating how often the enterprise actually uses 
vendor support and what your and the vendor’s future plans 
are for the product. For example, if a vendor is planning major 
upgrades, keeping maintenance likely makes sense, but if 
innovations aren’t planned in the coming few years, dropping 
maintenance may be appropriate. Conrad recommends verify¬ 
ing with the vendor any consequences involved in dropping 
maintenance before doing so and determining the rules of 
engagement for reinstating maintenance if later desired. 
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Igou says this is because “the 
majority of the software mar¬ 
ket is proprietary software.” 
Thus, it’s possible only a 
product’s vendor can provide 
new product updates. 

Another factor leading to 
being “locked in” is that many 
enterprise-grade business appli¬ 
cations are extremely complex 
systems, and switching to anoth¬ 
er vendor would pose major 
challenges to the enterprise. 

Igou says enterprises good 
at negotiating initial purchases 
and contracts may be able to 
eliminate annual adjustments 
in fees by instead enforcing a 
flat rate through the contract’s 
lifetime, effectively capping 
the annual amount. 

Don’t Be An Enemy 

You need to have a good 
plan implemented for rational¬ 
izing fees from year to year. 


Some enterprises hurt them¬ 
selves where maintenance 
fees are concerned by putting 
contracts on auto-renewal and 
not readdressing them regu¬ 
larly, Conrad says. 

Auto-renewing maintenance 
contracts, she says, probably 
plays the greatest role in enter¬ 
prises paying too much in fees 
because nobody is examining 
contracts annually. In addi¬ 
tion to getting unused software 
off of contracts, she advises 
assigning someone to review 
contracts several months out 
from renewal. 

An enterprise might agree 
to a 10-year maintenance con¬ 
tract, for example, but discover 
later it hasn’t applied upgrades 
in years or has discontinued 
using the product altogether. 
Still, the company keeps on 
paying fees because the con¬ 
tract is on auto-renewal. 


Ultimately, Conrad says, the 
question is why pay for main¬ 
tenance if the enterprise isn’t 
interested in moving forward 
with the product? “Quite often, 
the companies are their own 
worst enemies in not plan¬ 
ning to take advantage of these 
upgrades,” she says. 

Conrad says it’s impor¬ 
tant for an enterprise to have 
regular conversations with its 
vendors concerning the ven¬ 
dor’s road maps, anticipat¬ 
ed challenges the enterprise 
sees, and other issues. Some 


vendors are very innova¬ 
tive and will say “this is the 
direction we need to be head¬ 
ing,” she says. Others will 
say “we’ll wait for everyone 
to catch up with us and see 
what comes next.” 

Typically, as a prod¬ 
uct matures, fewer dramatic 
updates are released or the 
vendor may release updates 
primarily to accommodate 
other products, such as add¬ 
ing support for new OSes or 
for various hardware such as 
smartphones and tablets. 


Get Your Money’s Worth 

Many companies don’t get their money’s worth from mainte¬ 
nance fees, says Constellation Research Principal Analyst, 
Founder, and Chairman R “Ray” Wang, because “they fail 
to upgrade their software and actively push for their require¬ 
ments. Vendors tend to go where the squeaky wheel is.” 


BONUS TIPS: 

Don’t Pay For Shelfware 

R “Ray” Wang, principal ana¬ 
lyst, founder, and chairman at 
Constellation Research, says 
that in general, maintenance 
fees are currently on the rise. 
Whereas about 20 years 
ago, he says, maintenance 
fees generally would fall in 
the 10 to 15% range. “Today 
customers pay 20 to 25% of 


their original contract value 
per year,” he says. The worst 
type of cost that an enter¬ 
prise can pay that’s related to 
maintenance fees is paying 
for “shelfware,” or software 
that is no longer in use by 
the organization, Wang says. 
He labels such a situation as 
being a “double whammy” for 
the company. Overall, Wang 
characterizes the state of 
maintenance fees currently 


as being one where “users 
are forced to pay a lot for a 
little in return.” 

Beware Discounts 

Sandi Conrad, senior con¬ 
sulting analyst at Info-Tech 
Research Group, says vendors 
commonly base the mainte¬ 
nance fees they charge an 
organization against the origi¬ 
nal license price of the product 
in question as opposed to 


charging maintenance fees 
against the discounted license 
price that the vendor may offer 
the enterprise to acquire the 
product. So, for example, the 
vendor may entice an organi¬ 
zation to “come in on a license 
at, say, 50% off and provide a 
fantastic deal on the license 
price,” Conrad says, but the 
maintenance fees charged 
are then based on the original 
license price. 


Processor.com • Vol. 36 Iss. 18 • September 5,2014 • Processor® 21 













SIX QUICK TIPS 


Take Precautions To Thwart 
IT Equipment Theft 

Tools, Technologies, Policies & Practices To Safeguard Your Enterprise’s Equipment 



Increasingly, IT managers 
are having to account for and 
take preventive steps against 
the theft of IT equipment in 
their organizations. This is 
particularly true of enterpris¬ 
es that are heavily investing 
in mobile devices, which are 
easy targets for theft. 

Although calculating the 
exact cost of replacing, say, a 
smartphone lost to theft is gen¬ 
erally straightforward, quanti¬ 
fying the worth of data resid¬ 
ing on that smartphone is more 
difficult. The same is true of 
hits to productivity resulting 
from theft. 

Some theft is arguably 
unavoidable in the sense that 
if a criminal wants something, 
he’ll find a way to steal it, but 
there are tools, technologies, 
policies, education, and prac¬ 
tices organizations can imple¬ 
ment as effective measures. 

Lay Of The Land 

Theft can occur in numer¬ 
ous ways and involve many 


types of people, including 
employees, third-party con¬ 
tractors or vendors, visitors, 
and the public. 

At the extreme end of the 
spectrum, Ken Koty, a for¬ 
mer data center manager 
who’s now sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com), ref¬ 
erences occasional stories 
of people wearing police or 
fire inspector uniforms to 
gain access to data centers. 
Competitors, for example, 
have much to gain from data 
on a stolen server, he says. 
Overall, stolen equipment 
containing sensitive infor¬ 
mation “can do a lot of dam¬ 
age,” he says. 

Sandi Conrad, senior con¬ 
sulting analyst at Info-Tech 
Research Group, concurs. 
A smartphone stolen from a 
hospital employee or univer¬ 
sity professor, for example, 
could be “hugely critical” 
in terms of privacy laws if 
patient or student information 


is exposed. Although most 
companies won’t worry about 
replacing a $500 stolen lap¬ 
top, she says, “data loss can 
be very impactful.” 

Equipment In Question 

In terms of theft and data 
centers, a server may be large 
and bulky, but it holds a great 
deal of value in terms of its 
components and the data it 
possibly stores. Many orga¬ 
nizations buy servers in bulk 
but don’t immediately imple¬ 
ment them all, Koty says. 
Thus, beyond securing server 
rooms, equipment being test¬ 
ed and readied for service or 
waiting to be recycled, repur¬ 
posed, or destroyed should 
also be secured. 

Various tools and testing 
equipment are enticing targets 
for thieves to stow in toolbags, 
boxes, or among other equip¬ 
ment. Across the enterprise, 
mobile devices, laptops, and 
other portable wireless devices 
are popular theft targets. 


Conrad is seeing more 
theft occurring externally 
involving mobile devices, 
maintenance, scientific, IT, 
and fleet equipment in the 
field. “The classic example 
is an employee goes to the 
golf course or bar after work, 
locks his equipment in the 
car, and the car gets broken 
into,” she says. 

Some scientific equip¬ 
ment, however, can be worth 
$300,000 to $400,000, she 
says, thus making satellite 
and GPS-based tools with 
tracking abilities appropriate 
for consideration. “It may 
not necessarily be a deter¬ 
rent,” she says, but investing 
a couple hundred dollars per 
piece of equipment for tags 
can make considerable sense 
for valuable property that 
has to remain in the field for 
long periods. 

Tools & Technologies 

To ward off theft in facili¬ 
ties, Koty says that all data 


Know Your Inventory 

Staying on top of IT hardware theft comes down to knowing 
what equipment the enterprise has so it knows when it’s miss¬ 
ing, says Sandi Conrad, Info-Tech Research Group senior 
consulting analyst. Conrad has experience with “so many 
companies that had no idea what their assets were like. An 
awareness of what you have and where it’s at is the biggest 
and most beneficial thing to do,” she says. 
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center security should start 
with physically securing the 
data center site. 

Possibilities for physi¬ 
cal security include adding 
perimeter fencing, limiting 
entry and exit points, install¬ 
ing security cameras across 
the grounds and in server 
rooms, using card readers 
at doors, or adding floor- 
to-ceiling turnstiles or man 
traps for sensitive areas. 
Additionally, never let non¬ 
employees walk through 
the site unescorted, he says, 
and store unused equipment 
and cables in locked rooms. 
Performing regular audits of 
IT equipment is key. 

Using simple cable locks to 
secure systems to desks can 
present enough of an obsta¬ 
cle to prevent much theft, 
Conrad says. She also recom¬ 
mends using tracking soft¬ 
ware for laptops and mobile 
devices, which won’t elimi¬ 
nate theft but will enable 
remotely wiping their drives 
if necessary. Specifically, 
most mobile device manage¬ 
ment (MDM) tools enable 
remotely wiping data, includ¬ 
ing only data related to cor¬ 
porate applications and not 
personal information. 

Conrad says encrypting 
data is another possibility. 
Some companies, meanwhile, 
are looking to virtualization 
and SaaS applications because 
data is constantly accessed 


from a server or the cloud 
rather than residing on the 
device, she says. 

Education & Policy 

In terms of education, it’s 
important to drive home the 
idea to employees that theft 
of company equipment has 
an associated cost in terms 
of replacing it, Conrad says. 
Koty says that although 
employees may not have 
committed a theft, they 
share responsibility. If their 
actions contributed to the 
theft, fines or disciplinary 
action may be appropriate. 

Conrad recommends sev¬ 
eral best practices, includ¬ 
ing storing devices and other 
equipment in a car trunk 
before leaving the office rath¬ 
er than in a location in the 
car where thieves can see it. 
“I’ve seen this so many times 
because there’s an opportuni¬ 
ty for theft being presented,” 
she says. Also stress that if an 
employee brings, say, a tab¬ 
let into a restaurant, he makes 
sure to leave with it. “There’s 
probably as many situations 
where someone has left a 
device somewhere as there are 
someone having something 
stolen,” Conrad says. 

Procedure-wise, IT can 
use a check out/check in 
system to securely store 
and track IT equipment. A 
more expensive but effec¬ 
tive approach is using RFID 


tags and antennas situated 
at doors. Combined with 
employee access cards, 
this method enables IT to 
know that John Doe has an 
IT-issued laptop, and he 
can exit the building with¬ 
out incident. If John Doe 
attempts to exit with unap¬ 
proved equipment, however, 


the system issues an alert. 
Using asset-management 
software with alert abili¬ 
ties is another option. For 
example, IT may know Joe 
Doe’s laptop connects to the 
network 25 times per month. 
Thus, IT can configure an 
alert if this doesn’t occur 
and follow up. 


Secure At The Desktop 

For enterprises that have branch offices in locations where 
non-employees generally have easy access to office space, 
such as a shared office building, using cable locks for lap¬ 
tops or desktop systems at desktops is worthwhile as theft 
protection, says Sandi Conrad, Info-Tech Research Group 
senior consulting analyst. “I have seen companies that had 
a rash of theft because they simply hired an employee who 
wasn’t honest. In those cases, theft was all about an oppor¬ 
tunity being present to scoop up a laptop and walk away 
with it,” she says. 


BONUS TIPS: 

Use Deterrents 

Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com), recom¬ 
mends using relatively simple 
theft deterrents such as post¬ 
ing signs informing that the 
premises is being watched 
and cameras are recording all 
movements by those in and 
out of the facility. Additionally, 
Koty recommends making it 


clear that “theft of equipment 
is a crime, and if caught the 
offender will be punished.” 

Enforce IDs 

Make sure all outside visitors 
have proper identification, 

Koty says. “Do visitors have a 
valid reason for being at your 
site? If in doubt, check with the 
people they say they’re work¬ 
ing for and also with all staff 
to confirm they were actually 
requested to be there.” 
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HOW TO 


Make A Plan For Big Data 

Important Steps To Take Before You’re Ready To Store & Process Vast Amounts Of Information 



Big data is a challenging 
proposition because it deals 
with massive amounts of infor¬ 
mation and requires a range 
of solutions for analytics. But 
because big data is a relatively 
new technology, it’s the per¬ 
fect time to start researching 
potential approaches and deter¬ 
mine whether you’re ready to 
embrace it. Fortunately, there 
are resources to take advantage 
of and, for many organizations, 
a clear path to follow. 

A Variety Of Use Cases 

Big data analytics is only 
limited by a company’s imagina¬ 
tion. For example, search engines 
and large online retailers use 
some form of big data analytics 
to sort through vast amounts of 
information and return recom¬ 
mendations for users. 

“The first use of big data 
today is trying to understand cli¬ 
ent behavior so that you can bet¬ 
ter target clients and guide them 
toward the things you have to 

Get Started 


offer,” says Jean-Pierre Garbani, 
vice president and research 
director at Forrester Research. 

But big data can also be 
used inside the data center 
to optimize performance and 
improve overall efficiency. 

“Let’s say you have 1,000 
servers in your infrastructure, 
and you’ve established certain 
rules for deploying virtual parti¬ 
tions,” Garbani says. “You’re 
going to say a VM is typically 
two processors and so much 
memory. Each time someone 
comes in with a virtual machine, 
you’re going to partition that 
environment. If you look at all 
the data that you have and are 
capable of analyzing it, you may 
come to the realization that in 
fact 99% of your applications 
are not using all of the capabil¬ 
ities of the VMs and that you 
are in fact allocating too much 
memory, too many processors, 
or maybe not enough.” 

Using insights gleaned from 
big data could help you reduce 


the number of servers in your 
data center and aid in con¬ 
solidation. Or, you could use 
big data to determine which 
applications your employees 
use most often. You could then 
decide to end the subscription 
to a certain service or renew 
your subscription to another. 

The key is to focus on how 
you want to use big data and 
what you hope to get out of 
it, so you can test it that way 
from the beginning and pre¬ 
pare yourself for a full-scale 
implementation in the future. 

Data, Then Infrastructure 

Stewart Bond, senior con¬ 
sulting analyst at Info-Tech 
Research Group, says with tradi¬ 
tional data architecture, the data 
models and locations and how 
that data is used is a function of 
the application that is being built. 
In other words, the hardware 
requirements dictate where and 
how data should be stored. 

But in big data architecture, 
it’s the opposite. “The data is 
where you start, and the data 


Key Points 


• Know the most common use 
cases for big data and pick 
the one that best fits your 
organizational needs. 

• Use stored data and data 
streams as starting points to 
determine your hardware and 
software requirements. 

• Big data is a unique technol¬ 
ogy that may require server, 
storage, or network upgrades 
for proper performance. 


is what’s going to drive all of 
your other decisions,” Bond 
says. “You start at the bottom 
and work your way up.” 

This is a fundamental 
change in IT operations. 
Before deploying a big data 
solution, you have to look at 
how much data you plan to 
store and what types of data 
you plan to use, and then use 
that information to build out 
your hardware and software 
infrastructure to support it. If 


“The biggest thing enterprises are missing today is not the infra¬ 
structure or hardware; it’s the skilled resources,” says Stewart 
Bond, senior consulting analyst at Info-Tech Research Group. 
“People who are very knowledgeable with big data technologies 
and know how to use them are few in number and hard to find,” 
he says. Some programs are available to train data scientists and 
make them available to data centers. But it’s important to remem¬ 
ber that it takes a team of people who understand not just data 
science, but other areas of data collection and analysis. 
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you hope your existing infra¬ 
structure will be able to handle 
the big data transition, you 
may be doomed from the start. 

“If you’re going to have 
terabytes or petabytes of data, 
that’s going to influence how 
much infrastructure you need 
and what you need for fault tol¬ 
erance,” Bond says. “If you’re 
dealing with a lot of unstruc¬ 
tured data, you’re going to need 
components that do text analyt¬ 
ics and natural language pro¬ 
cessing. If you’re dealing with 
streaming data, you’re going to 
need a component that can cap¬ 
ture and analyze it. The vari¬ 
ety of the big data and all of the 
unstructured data really requires 
new types of data persistence.” 

Potential Upgrades 

Once you’ve determined 
how much data you’ll need to 
store and how you plan to use 
big data, you’ll need to look at 
your infrastructure and decide 
if you need any upgrades. 
Garbani says it’s a typical 
capacity-planning type of prob¬ 
lem. You first have to establish 
the capacity available in your 
data center, he says, and deter¬ 
mine whether that capacity is 
available at all times or only 
during off-peak hours. 

Consider compute, storage, 
and transport capacity to make 
sure you can collect data, bring 
it to the right place, and analyze 
it, Garbani says. “You need to 
look at all three aspects of your 
infrastructure, from network to 


compute to storage, and under¬ 
stand whether or not what you 
have is enough or whether you 
need to provision and deploy 
something else.” 

Look at all available big 
data solutions, including open- 
source software that you can 
use for analytics. “What kind 
of analytics do we need to 
do on this data? Are we just 
doing basic analytics or are 
we doing advanced data min¬ 
ing techniques and advanced 
algorithms? That will help influ¬ 
ence the types of analytics solu¬ 
tions that you need to put into 
your environment,” Bond says. 

If you’re particularly adverse 
to open-source technologies, he 
says, “you really need to fig¬ 
ure out how to overcome those 
adversities,” as many “vendor 
solutions still contain open- 
source components.” 


Action Plan 

Human resources. If you don’t have people on staff who are 
familiar with big data collection and analytics, you may need 
to seek data scientists through all available avenues and hire 
a team of experts, especially if you plan to run complicated 
algorithms with petabytes of data. 

Focus. Info-Tech Research Group recommends picking a 
pattern for your big data implementation and deciding if you 
want to use analytics to reduce costs, minimize financial 
risk, improve service delivery, or increase revenue. A strong 
focus gives you a better chance at success. 

Test. Start small with your big data system and make sure it 
works well before moving it into the operations side of your 
business. An untested big data implementation could over¬ 
load your servers, storage, or networking solutions. 

Seek new sources. Be on the lookout for new data streams 
you can use to improve your decision-making process. 


Top Tips 

Why? Jean-Pierre Garbani, vice president and research director at Forrester Research, says that 
companies have only considered using big data as a tool in data centers for about a year and a half. 
It’s crucial to research and know how you plan to use big data and what you hope to get out of it. 

Sandbox vs. production. Stewart Bond, senior consulting analyst at Info-Tech Research Group, 
says you need to test your big data strategy in a sandbox before moving it to your production envi¬ 
ronment. Even though big data was developed to use commodity hardware, he says, you may still 
end up needing quite a few servers and components to get your big data solutions up and running. 
Use capacity planning methods for a smoother transition. 

Security. “Security is a problem with big data. In paragraphs of unstructured data, how do you 
know which pieces you need to secure in order to protect someone’s identity?,” Bond says. “There 
are some new tokenization solutions coming out that are aimed at protecting that data.” 


Processor.com • Vol. 36 Iss. 18 • September 5,2014 • Processor® 25 











SIX QUICK TIPS 


DCIM Done Right 

Ensure A Successful Implementation Through Research, Training & Professional Services 


Data center infrastructure 
management (DCIM) may seem 
like it’s been around for a long 
time, but it’s actually still a rela¬ 
tively new technology for many 
organizations. And although 
there are many benefits to be 
had from installing a DCIM 
solution, you have to make sure 
you use the features and tools 
properly and take advantage of 
the most helpful capabilities. 
Here are a few tips that will help 
you on your way toward a suc¬ 
cessful DCIM implementation. 

Asset Discovery & 

Database Setup 

To begin, make sure you have 
a record of all of your IT assets. 
David J. Cappuccio, manag¬ 
ing vice president and chief of 


research at Gartner, says that 
you can either pull this informa¬ 
tion from your own database or 
it “could be built by the DCIM 
tool itself.” When you create 
this IT asset database, you’ll be 
able to better track things like 
maintenance and updates and 
they’ll become a part of your 
regular IT process. 

Richard Fichera, vice presi¬ 
dent and principal analyst at 
Forrester Research, agrees that 
discovering IT assets and build¬ 
ing a database is absolutely cru¬ 
cial and says that a lot of com¬ 
panies have had success using 
the DCIM database as their pri¬ 
mary asset management system. 

“I’ve talked to a lot of users 
that have multiple asset data¬ 
bases in the company and 



none of them agree,” says 
Fichera. “Several of them 
have told me that they want 
the DCIM asset management 
database to be regarded as the 
reference copy because that’s 
the one that captures all of the 
real physical inventory.” 

Power, Cooling & Space 

When evaluating the poten¬ 
tial benefits of a DCIM imple¬ 
mentation and ROI, you have 
to think of it in both short¬ 
term and long-term goals. For 
example, Fichera says “every¬ 
one agrees that it’s the inte¬ 
grated management, planning, 
and optimization of power and 
cooling that are the biggest 
short-term returns.” 

In fact, Fichera has spoken 
with quite a few larger com¬ 
panies that have installed a 
DCIM system and were able 
to “cut their cooling bills in 
excess of 20%” just by mak¬ 
ing simple changes, like 
addressing hot spots and 
optimizing airflow. He says 



that for most companies, the 
“initial state is terrible,” so it 
doesn’t take much for compa¬ 
nies to “accurately visualize 
and optimize it.” 

In the long term, space man¬ 
agement is a major benefit of 
DCIM. Cappuccio says that 
using a DCIM solution for IT 
analytics allows you to bet¬ 
ter “understand how much 
space you have available on 
the floor for continued growth 
and where it’s located.” Plus, 
a DCIM solution can help you 
better place servers and other 
equipment to better serve your 
overall floor plan. 

“If I’m going to install a 
new cluster of servers in the 
next quarter, where’s the best 
place to put them for power 
consumption?” Cappuccio 
asks. “If I do that install, how 
is it going to impact cooling 
cycles? Will we end up with 
hot spots, and if so, how do 
we solve that problem? It’s 
essentially predictive analyt¬ 
ics for IT.” 


Start Slow & Build From There 

David J. Cappuccio, managing vice president and chief of 
research at Gartner, compares DCIM systems to “CRM systems 
in the old days where they had 10 different modules and they 
were expensive, but each of them was something you absolutely 
needed.” Those companies would buy all of the modules but 
realize that it took six months to implement each one and you 
wouldn’t reach the last module until years down the road. 

“The smarter way to do it is to do it piecemeal,” says 
Cappuccio. “Start simple and get people trained. Do some 
basic monitoring. Get the IT asset database built. Get people 
so they’re comfortable using it and it becomes part of the day- 
to-day process. Then begin adding analytics and reporting. If 
you do it that way, it becomes more of an everyday use tool 
and more than just a one-off and it becomes much more use¬ 
ful over time.” 
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Limitations Of DCIM 

Although DCIM systems offer 
quite a few benefits, there are 
some limitations to consider. It’s 
important to remember that no 
DCIM solution “will do every¬ 
thing,” Cappuccio says, which 
means you’re going to need other 
tools to help fill in the blanks. 

“You’re still going to have IT 
systems management (ITSM) 
tools,” he says. “It’s an integra¬ 
tion between those tools and 
DCIM. You’ll find that most of 
the ITSM vendors don’t have 
their own DCIM product. What 
they’ll do is partner with a 
DCIM vendor. ITSM focuses on 
the IT process. How do you do 
installation and change manage¬ 
ment and tie all of those things 
together? DCIM tends to focus 
on the physical inventory and 
physical assets. It’s about link¬ 
ing those two together.” 

According to Fichera, one of 
the biggest limitations of DCIM 
isn’t about the solutions them¬ 
selves as much as the maturity of 
a company’s business processes 
and other existing systems. “The 
barriers are complexity and pro¬ 
cess maturity for the most part,” 
he says. “The basic tools work 
very well, and of them, the 
power and cooling facilities are 
the most mature because most 
of those already existed as stand¬ 
alone capabilities before people 
started talking about DCIM.” 

For companies that use proj¬ 
ect management workflow and 


other more complicated fea¬ 
tures, they sometimes “make 
the unpleasant discovery that 
their processes are not mature 
enough to plug into this tool,” 
Fichera says. 

Get Help From Your Provider 

Whether you’re going for a 
basic DCIM implementation 
for power, cooling, and space or 
you want to take advantage of 
some of the more advanced fea¬ 
tures, “you should assume that 
you’ll need professional services 
from the DCIM vendor to do the 
implementation,” says Fichera. 

He adds that many vendors 
will claim to have automated 
asset discovery and import, 
but that it usually still ends 
with some kind of manual 
input and someone walking the 
aisles to make sure everything 
is accounted for. And the best 
place to go for this expert advice 


is to the vendor who provided 
you with your DCIM solution in 
the first place. 

“The good news is that the 
market’s increasingly domi¬ 
nated by larger players, so they 
would love to sell you servic¬ 
es,” says Fichera. “Know your 


requirements, clearly commu¬ 
nicate them, do your due dili¬ 
gence, and be prepared to spend 
on services, because the early 
front-end investment in services 
appears to have a big leverage 
effect on how effectively the ini¬ 
tial implementation goes.” 


Know Why You’re Implementing DCIM 

One way to ensure a successful DCIM implementation is to 
make sure you have clear goals. “You need to understand why 
you’re buying DCIM and what your critical performance indica¬ 
tors and key values are,” says Richard Fichera, vice president 
and principal analyst at Forrester Research. “Buying it to opti¬ 
mize your power and cooling is one thing, but buying it to opti¬ 
mize your process management is another.” 

He adds that you need to create a requirements document and 
use that to “carefully evaluate vendors’’This will help you find a 
DCIM solution and a vendor that fits your business. “They’re all 
different and they all map their functionalities differently,” says 
Fichera. “You need to clearly communicate what your criteria are 
and what your weighting and ranking is.” 


BONUS TIPS: 

Train Employees 

David J. Cappuccio, manag¬ 
ing vice president and chief of 
research at Gartner, says that 
many DCIM solutions are more 
complicated than companies 
realize so it’s important to prop¬ 
erly train your employees. “What 
a lot of people do upfront is train 
a couple of people to be on the 
project to roll out DCIM and that 


project might last six months,” he 
says. “People will find that they 
have something that has been 
running for a few years and no 
one knows what’s going on with 
it anymore. If you don’t do a con¬ 
tinuous training process, those 
people move onto something 
else and that skill gets lost.” 

Cost Modeling 

Cost modeling is a DCIM feature 
that some companies are just 


trying out. Richard Fichera, vice 
president and principal analyst 
at Forrester Research, says that 
some companies use DCIM to 
get an “accurate baseline” of not 
only things like electricity bills, 
but also the costs related to “dis¬ 
tributed systems,” such as HR 
solutions, that are often more dif¬ 
ficult to track. This could lead to 
companies using DCIM for more 
“accurate monitoring at the ser¬ 
vice level,” he says, in the future. 
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SIX QUICK TIPS 


Learn How To Right-Size 
Your Storage Investment 

Narrow Down Your Strategy & Choose A Future-Forward Implementation 



Many enterprises have tra¬ 
ditionally solved their storage 
management issues by simply 
spending more money on stor¬ 
age solutions, a choice that can 
result in them acquiring far 
more capacity than they need at 
the time. There are alternatives 
to this option, such as consoli¬ 
dation and de-duplication, but 
the future of your storage net¬ 
work is primarily reliant upon 
which strategy you follow and 
how well you execute it. 

It’s About Timing, Not Money 

The old adage that money 
won’t solve your problems 
can be applied to how you 
approach your storage needs, 
especially in the long term. 

“Throwing money is rep¬ 
resentative of dealing with a 


problem of an immediate 
nature,” says Randy Kerns, 
senior strategist and analyst at 
Evaluator Group. “Typically 
when you get to a storage issue 
of some type, it’s occurred 
because of a new deployment 
of an application, for example, 
or a capacity issue with exist¬ 
ing applications.” 

Kerns says that three years 
is an important threshold 
for determining how you’ll 
acquire new storage and what 
your environments will look 
like, especially because the 
technologies and systems of 
today are what we’ll be using 
in three years. “If you get 
beyond that in, say, five years, 
there are new systems and 
technologies that occur in that 
period of time.” 


Jim Miller, senior stor¬ 
age analyst at Enterprise 
Management Associates, says 
the best storage sizing strategy 
depends on where the data lies 
in the information life cycle, 
the types of data you’re dealing 
with, and the storage retrieval 
service-level requirements. 

“For instance, an online trans¬ 
action processing application for 
order entry or financial transac¬ 
tions has very different require¬ 
ments than historical medical 
images that are infrequently 
accessed. There is a lot of diver¬ 
sity in storage and storage man¬ 
agement to meet these varying 
needs,” Miller says. “Putting 
the right data in the right place 
at the right time contains costs 
while meeting application and 
service-level needs.” 

Archive & 

Then Move Forward 

Before you start adding 
more capacity, it’s wise to 
take a look at stagnant data to 
determine what you can move 


to archive status. This will 
help you decide near-future 
purchasing decisions. 

“Older data that is less like¬ 
ly to be accessed is an ideal 
target for archive. By moving 
this data to a lower-cost stor¬ 
age option, one can greatly 
reduce hardware, network, 
and administrative costs,” 
Miller says. “Besides freeing 
up more expensive primary 
storage for mission-critical 
data, network and administra¬ 
tive resources will be saved 
by not continually backing up 
the archive data.” 

What Not To Do 

When it’s time to take a 
pulse on your enterprise’s stor¬ 
age management capabilities, 
it’s a good idea to ensure that 
you have the right leaders mak¬ 
ing the decision. If you’re the 
data center administrator and 
you’re authorized to make deci¬ 
sions, you’ll want to consid¬ 
er how much of a team effort 
is required to expand your 


Understand The Impact Of SSD Transitions 

The storage industry is at an inflection point as it transi¬ 
tions away from electromechanical devices for primary 
storage to solid-state technologies, says Randy Kerns, 
senior strategist and analyst at Evaluator Group. “What 
we’ve seen initially were primarily NAND flash-based 
systems first of all used for acceleration of applications 
like databases and virtual desktop infrastructure (VDI) 
and virtual server storage, and now that’s moving toward 
being used for all primary storage.” 

Kerns says that what’s happening now is that as organi¬ 
zations are moving toward all primary storage becoming 
solid state, they are starting to move existing or less- 
expensive systems (with spinning disk) to less important 
operations for Tier 2 or secondary storage. 


28 Processor® • September5,2014 • Vol. 36 Iss. 18 • Processor.com 












system, purchase more hard¬ 
ware, and/or invest in the cloud. 

Kerns says one of the 
worst things you can do is 
have individual departments 
or business owners that are 
focused on a particular proj¬ 
ect to buy in themselves. You 
do need the participation from 
each group, but ultimately 
someone inside of IT should 
be orchestrating the big deci¬ 
sions. You don’t want to be 
in a reactionary state in which 
you’re making an emergency 
decision—proactive is best, 
here, Kerns adds. 

“You really do need to put 
the strategy in place and get the 
participation of the people that 
are involved,” he says, “and 
those are the business owners 
or application administrators, 
VMware administrators, those 
type of people, all of them 
involved in that strategy, so 
that not only do you take their 
input, but they’re fully aware of 
what’s going on and why.” 

Additionally, you don’t want 
storage-related decisions to get 
lost amongst the busyness of 
your daily tasks to the extent 
that you aren’t aware of indus¬ 
try changes. “I think [IT deci¬ 
sion makers] need to put a lot 
more value on the emphasis of 
understanding the trends and 
direction of the industry and 
going to classes and conferenc¬ 
es. Arming yourself with that 
information will help you make 
better decisions,” Kerns says. 


Consider SDS As An Option 

Software-defined storage, or 
SDS, aims to make the manage¬ 
ment of storage solutions much 
easier by centralizing manage¬ 
ment and control of every stor¬ 
age device. SDS is good for 
helping right-size your storage 
system because it can increase 
visibility of resources, help 
maximize efficiency, and add 
agility to your infrastructure. 

Miller says the SDS 
approach lets you pool and 
automate storage servic¬ 
es and resource allocation. 
“This is done by abstracting 
the underlying storage hard¬ 
ware and allocating it into 
shared pools of resources. 
One big advantage is that 
these pools can consist of 


heterogeneous storage from 
multiple vendors,” he says. 

Although SDS technologies 
are continually maturing, you 


can look at SDS as another way 
to diversify your storage portfo¬ 
lio, if you will, to help you move 
toward greater automation. 


Understand The Utility-Based Cloud Model 

Cloud-based storage options are not scarce these days, so it’s 
important to determine how and when you’ll incorporate the cloud 
into your existing storage structure. Jim Miller, senior storage 
analyst at Enterprise Management Associates, says the cloud is 
a utility-based consumption model with “metering services and 
capacity and quantifying chargebacks to individual users.” 

A benefit of implementing this system is savings in upfront capital 
expenditures, says Miller. “Consumption is also ‘elastic,’ with the 
amount of services and storage expanding and contracting to 
meet the ebb and flow of an individual business or user. The elas¬ 
tic capability also negates the need to buy storage ahead of time 
to meet future business growth. This approach also greatly reduc¬ 
es the amount of resources required to manage the infrastructure.” 


BONUS TIPS: 

Expand Capacity As You 
Need It By Scaling Out 

Traditionally, you would prob¬ 
ably keep a storage system for 
between three and five years 
based on standard life spans. 
However, according to Randy 
Kerns, senior strategist and 
analyst at Evaluator Group, it’s 
different with solid-state sys¬ 
tems because longer life span 
forecasts can change the way 


you spend your budget on 
future capacity. “I can spend 
the money for the amount I 
need today, [and] next year I 
need more capacity, and I just 
add a couple nodes into that 
configuration and I don’t need 
to move anything around. I 
can just seamlessly grow with 
new nodes in a scale-out sys¬ 
tem.” This strategy can help 
enterprises avoid the time it 
takes migrating data from one 
system to another. 


All Data Is Not Created Equal 

When assessing your storage 
capacity needs and capabili¬ 
ties as a decision maker, treat 
all data differently, says Jim 
Miller, Enterprise Management 
Associates senior storage ana¬ 
lyst. “[Treating all data the same 
way] can lead to not meeting 
service-level requirements 
(performance, availability) for 
mission-critical data and over¬ 
paying for infrequently accessed 
data such as long-term archive.” 
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SIX QUICK TIPS 


Mistakes To Avoid 
In Data Center Planning 

Consider Both The Facility & Its Contents Along With How They’ll Work Together 



Whether it’s power, cool¬ 
ing, layout, location, or any one 
of a number of other factors, 
you likely don’t need anyone to 
tell you there’s a lot that goes in 
to planning a data center. Along 
the way, loads can be miscalcu¬ 
lated, equipment can turn out to 
be less reliable than you expect¬ 
ed, and you could outgrow the 
space before you planned. 

But you can take steps to 
avoid some of the most com¬ 
mon mistakes in data center 
planning and learn from those 
who have gone before you. 

Focus On Facility & Contents 

The way Greg Schulz, senior 
advisory analyst at Server and 
StoragelO, sees it, the two most 


common mistakes actually go 
hand in hand. 

“People focus on the habitat, 
or facility, without consider¬ 
ing what’s going into it, how 
it’s going to be used, how it’s 
going to grow, and the attri¬ 
butes of the equipment.” On 
the other end of the spectrum, 
he says, people plan data cen¬ 
ters and focus only on the con¬ 
tent, just the equipment going 
into the habitat, without proper 
consideration of the habitat. 

“What ties the two together? 
How are they going to be man¬ 
aged? How are they going to 
be monitored? What tools are 
you going to use that can both 
monitor the habitat and the 
contents, the occupants?” 


When planning a data center, 
Schulz says, you need to think 
about how the two—the facility 
and the contents—work togeth¬ 
er. From a facilities standpoint, 
he says, “the days of ‘Hey, 
we’re going to build this facil¬ 
ity and you’re going to sit in it,’ 
are gone.” You need to be much 
more cognizant of the hardware 
and physical equipment, includ¬ 
ing power and cooling and also 
traditional facility-type factors 
such as floor loading and height. 

Cooling, Flooring & Power 

Cooling, flooring, and power 
are three of the most important 
issues to consider in your data 
center build or renovation. 

It starts with knowing what 
type of servers the site will 
be housing, says Ken Koty, 
sales engineer at PDU Cables 
(866/631-4238; www.pducables 
.com). “You want to know how 
many watts per square foot your 
site will need to support to ensure 
ample cooling systems are put 
in place.” And make sure the 


mechanical systems, including 
valves, pipe size, pumps, and 
room, can support adding cool¬ 
ing equipment as needs occur. 

If you’re using your raised 
floor as your air plenum, don’t 
forget about raised floor height 
and what you need to deliver the 
required cooling, Koty says. 

“The same can be said for 
your electrical systems. Be sure 
your utility company installs a 
large enough electrical service 
to facilitate maximum possible 
growth. Your switchgear should 
also be sized accordingly with 
extra breakers for additional 
growth.” The UPS system needs 
to be able to support maximum 
watts per square foot. In some 
cases, Koty says, you can pur¬ 
chase modular UPS systems, but 
make sure the power feeds to the 
system are large enough to facili¬ 
tate full growth of the system. 

Right-Size Equipment, 

But Leave Room For Growth 

While you’re putting all this 
effort into planning a new data 


Consider The Location 

You’ve heard it said before, but making sure you have the best 
site really comes down to location, location, location. “Consider 
the location,” says Ken Koty, sales engineer at PDU Cables 
(866/631-4238; www.pducables.com). Is it susceptible to earth¬ 
quakes, flooding, or tornados? Consider the climate, as you 
may want to invest in free cooling options for energy savings. 
“Check with other businesses in the area in regards to utility 
power. Do they experience many outages per year; can the util¬ 
ity company provide you with two separate substation feeds to 
increase reliability?” 

Greg Schulz, senior advisory analyst at Server and StoragelO, 
adds other considerations: “Where is there good network 
access? Where is there real estate? Where is there access to 
power? How are you going to get power from the power plant 
to the data center? Are there transmission networks that either 
are there or can be put in place easily and relatively quickly?” 


30 Processor® • September5,2014 • Vol. 36 Iss. 18 • Processor.com 












center build or renovation, 
you need to put a great deal of 
thought into how your needs 
will change during the next 
five, 10, and even 15 years. 
But make sure planning for 
and leaving room for growth 
doesn’t cause you to oversize 
equipment right now. 

Matt Burkle, national channel 
manager at HM Cragg (800/672- 
7244; www.hmcragg.com), says 
data center managers often feel 
like they should size the require¬ 
ments in the room for maximum 
density in the future, specifically 
with power and cooling. 

“By designing the room 
this way, they are certainly 
covered for massive growth. 
However, the real-life impact 
is a much greater upfront capi¬ 
tal expenditure for infrastruc¬ 
ture that is not needed.” 

As an example, he says, 
underloaded UPS systems run 
less efficiently than equipment 
that is right-sized, and over¬ 
sized AC units waste cooling 
and money. Instead, he says, 
invest in products that can grow 
with you so you can better 
manage expenses while the sys¬ 
tem as a whole runs at its best. 

Koty says you need to meet 
with management to outline and 
discuss current and future needs. 
“Plans should be based more 
on your future equipment needs 
than your past or current equip¬ 
ment requirements,” he says. “Is 
there a possibility your company 
could buy other businesses? If 


you have multiple data center 
properties, is this new or reno¬ 
vated data center a possible site 
for consolidation of an older or 
possibly future obsolete loca¬ 
tion? Can or will this site serve 
as a potential backup site for all 
or some other data centers?” 

Invest In DCIM 

Data center infrastructure 
management (DCIM) tools can 
help to capture and make sense 
of the plethora of data points 
within a data center, Burkle says. 
“Data centers are like living, 
breathing organisms. Sometimes 
it is hard enough to get a baseline 
of current capacity, much less 
planning for future changes.” 

With a DCIM tool, Burkle 
says, an IT manager can make 
changes and updates on the 
fly to fix a real-time issue 
and mitigate a future disaster. 
Predictive analysis modules, 


he says, let you see the impact 
of adding a specific piece of 
equipment to a pre-designated 
rack U space. 

Schulz says DCIM is no lon¬ 
ger exclusive to the world of 
facilities; it’s comprehensive. 


‘The server, the storage, the net¬ 
work, the software folks all need 
to have tools that can plug in and 
see how well they’re performing 
and also be able to feed informa¬ 
tion back to get that holistic view 
of the data center.” 


BONUS TIPS: 

Don’t Forget Maintenance 

Know the uptime requirements 
for the new site, says Ken Koty, 
sales engineer at PDU Cables 
(866/631-4238; www.pducables 
.com). Maintenance ties directly 
into that. ‘Are you able to shut 
down for maintenance or does 
management expect you to per¬ 
form most of the maintenance 
without shutting down? Not 


shutting down for maintenance 
often means establishing 
redundancies within many 
areas of infrastructure.” 

Look For A Trusted Advisor 

Seek the help of a trusted advi¬ 
sor that can look at the space 
from a fresh perspective, says 
Matt Burkle, national channel 
manager at HM Cragg (800/672- 
7244; www.hmcragg.com). 

“The more you plan the moves/ 


adds/changes upfront, the fewer 
surprises and mistakes you will 
make during the process.” Look 
at multiple layouts from differ¬ 
ent vendors to understand your 
challenges and hone in on the 
perfect solution. Also, if you aren’t 
already a member of a peer 
networking association, join one. 
“One of the best ways to suc¬ 
cessfully plan a new or upgraded 
room is to network with people 
who have done so successfully.” 


Keep An Eye On Newer Technologies 

“Virtualization, consolidation, and cloud computing will continue to 
impact data centers,” says Matt Burkle, national channel manager 
at HM Cragg (800/672-7244; www.hmcragg.com). “The initial 
reaction to technologies like virtualization is that physical data cen¬ 
ters are all going to shrink and become less and less important. In 
fact, that has not yet turned out to necessarily be the case.” 

Organizations are decreasing the number of servers, but the 
exponential growth in data and mobile applications require 
robust mission-critical systems, Burkle says. “New technolo¬ 
gies will no doubt keep changing the nature of data centers, but 
we should remember that data, and access to the data, is the 
nervous system to any organization, and the data center is the 
place where the majority of that system resides.” 
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SIX QUICK TIPS 


New Tech, Advancements 
To Justify Server Upgrades 

Performance Boosts & Efficiency Gains Are Only The Beginning 



All companies are looking 
for ways to save money and 
reduce capital expenses, but 
that doesn’t mean you can 
afford to cut costs when it 
comes to servers. Every year, 
manufacturers are packing 
more features into servers and 
improving overall performance 
and efficiency to the point 
where you might actually be 
losing money by not upgrading. 

We’ll show you some of the 
ways a server upgrade can not 
only improve your data cen¬ 
ter’s performance, but the per¬ 
formance of your company as 
a whole. 

Improved Management 

IT employees have a lot of 
unique responsibilities that 
don’t all revolve around servers 


and management. Although it 
is possible to implement tools 
such as data center infrastruc¬ 
ture management (DCIM) or IT 
service management after the 
fact, a lot of newer servers come 
with management tools built 
into the systems themselves, 
says Jennifer Koppy, research 
manager, data center infrastruc¬ 
ture, at IDC. 

Companies need to “con¬ 
sider the management as being 
as important as the hardware,” 
she says, which means that it 
may require “a high level of 
organizational commitment” 
and an upgrade to newer equip¬ 
ment with more advanced man¬ 
agement features. 

Buying a server with built- 
in management is just one part 
of the puzzle, because you also 


need to make sure your IT team 
fully understands those tools. 

“The basic idea is that people 
want to be able to look and see 
what they have, make decisions, 
and be able to move,” Koppy 
says. “That process and that 
workflow is the Achilles’ heel of 
a lot of organizations. You hear 
of the best laid plans; you have 
this idea that things are going to 
work out, but if you don’t have 
the dedication to maintaining 
that management system and the 
people on board to do it, it can 
become a mess very quickly.” 

Diagnostics Capabilities 
Of Intelligent Servers 

Similar to management, main¬ 
tenance is another area that often 
takes up a lot of IT personnel’s 
time, even though it doesn’t have 
to be that way. Many new ser¬ 
vers are considered intelligent or 
smart and actually have diagnos¬ 
tics tools built into them to help 
spot potential issues and alert the 
proper employees so they can 
quickly address the problems. 


Diagnostics tools are also often 
customizable, says Greg Schulz, 
senior advisory analyst with 
Server and StoragelO. You can 
set up specific policy-based alerts 
or tie them into your network, so 
“you can almost forget about the 
server because it is taking care 
of and handling a lot more of the 
management on its own.” 

Perhaps the best thing about 
these intelligent servers is that 
they help small and large busi¬ 
nesses alike. 

IT employees in a smaller 
data center are “probably already 
wearing multiple hats,” so they 
can take advantage of the built- 
in diagnostics and management 
capabilities of new servers to be 
more productive, Schulz says. 
Because larger data centers have 
to worry about potentially hun¬ 
dreds or thousands of servers at 
a time, those IT employees can 
“leverage that automation and let 
the servers handle more things so 
they can spend time on thought 
work and addressing other 
issues,” he says. 


Put An Upgrade Strategy In Place 

The most important aspect of upgrading servers is to make 
sure you have a proper plan in place so you don’t fall behind 
the technology curve or get caught off guard when your 
older servers simply don’t cut it anymore. Greg Schulz, 
senior advisory analyst with Server and StoragelO, says 
companies that wait one and a half to three years for an 
upgrade are going to see big jumps but that companies that 
wait even three to five years are going to see enormous per¬ 
formance and efficiency gains. 

“One aspect of the servers is that in the same physical footprint, 
you can get more compute power and memory,” Schulz says. 

“It’s a compounding effect. For each unit of processing capability, 
i.e., the performance of that server, you’re able to get more work 
done but also you can do it with a smaller energy footprint.” 
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Do More With Less 

Schulz says that most IT 
managers are looking to 
address power, cooling, floor 
space, and the environment, 
and IT managers look at those 
things from a cost and cost- 
savings standpoint. That’s why 
it’s so important to invest in 
new servers that have better per¬ 
formance and are smaller and 
more efficient than past models. 

Koppy says Moore’s Law 
extends directly to servers 
because they are all about 
“being able to do more with 
less.” This is important for 
companies that are running out 
of data center space because 
if you’re able to upgrade to 
servers with a smaller footprint 
that are capable of doing the 
same amount of work or more, 
it can save you quite a bit of 
money, especially if the alter¬ 
native is a costly new data cen¬ 
ter build. 

Schulz agrees that companies 
can see massive gains in even 
as little as two to three years, 
with some servers doubling in 
performance while still getting 
smaller. But he also brings this 
idea of efficiency back to pro¬ 
ductivity, because being able 
to get more work done in the 
same amount of space means 
that “your employees aren’t 
going to be waiting around for 
that information.” 

That boost in performance 
will be felt across the entire 


company because employ¬ 
ees “can answer a phone call 
quicker or work with a cus¬ 
tomer who isn’t waiting for a 
transaction,” Schulz says. 

Built-In Virtualization 

Many companies are focused 
on virtualization, both to 
improve computing efficiency 
and encourage consolidation. 
For that reason, Schulz says 
companies need to look for 
newer servers that come with 
hypervisors and other features 
built-in. With these functions 
already integrated, you will 
know that you can get your vir¬ 
tual resources up and running on 
that server right away. 

Built-in virtualization also 
opens the door for even more 
resource efficiency, because 
manufacturers are work¬ 
ing to include once separate 
components into the server to 


improve performance and sim¬ 
plify management. 

“Kind of like how servers 
can offload graphics process¬ 
ing to graphics cards, there are 
similar capabilities that are 
built right into the servers for 


supporting virtualization,” 
Schulz says. “There is 10 opti¬ 
mization, RAID functionality, 
and more of these things that 
once had to be on separate cards 
are now built right into the pro¬ 
cessor and the server itself.” 


Server Performance Also Impacts Customers 

Jennifer Koppy, research manager, data center infrastructure, at 
I DC, stresses that server performance not only affects your data 
center but also your customers. Companies have to give custom¬ 
ers more data than ever before, and they expect a certain level of 
performance, whether they’re on a PC, laptop, or mobile device. 
You need to think about server upgrades as a way of maintaining 
customer relationships and making your customers happy 

“You have a customer that wants to get information on your 
product or interact with a support person online,” Koppy says. 
‘All of those touch points and impressions on a customer 
about that company are impacted by the data center. Why 
should you invest [in server upgrades]? It’s different from what 
it was five years ago, and the way people interact is different.” 


BONUS TIPS: 

Build Your Own Servers 

Servers have been highly cus¬ 
tomizable for some time now 
with the advent of modularity 
and swappable components, but 
some manufacturers are taking 
this to a whole new level. Jennifer 
Koppy, research manager at IDC, 
says that the server market is 
becoming so commoditized that 
larger companies are “basically 


making their own servers” using 
whatever equipment and com¬ 
ponents they need. With newer 
servers, companies have more 
say in what actually goes into the 
equipment itself, which means 
you can get all of the features 
you want upfront and often at a 
reasonable price. 

Operating Systems 

It used to be that companies 
would have to worry about what 


operating system a server sup¬ 
ported to make sure it would 
work with their chosen applica¬ 
tions. But now that “people are 
very interested in open source, 
open cloud, and open stack” 
solutions, “you don’t really see 
anybody talking about that,” 
Koppy says. New servers often 
support multiple operating sys¬ 
tems and give you the freedom 
of choice, so you’ll no longer be 
stuck with a vendor-specific OS. 
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HOW TO 


Prepare For The Changing 
Face Of Authentication 

Improve Upon The Methods Of Verifying User & Device Identities 



Authenticating users and 
devices has arguably never been 
more important considering 
how many mobile devices are 
now in the workplace and the 
many applications and systems 
employees are accessing from 
them. Bob Tarzey, Quocirca 
analyst, aptly says “there’s more 
of everything,” thus the need to 
identify who and what are pres¬ 
ent and what rights they have. 
The following discusses recent 
advances in authentication meth¬ 
ods and methods for improving 
authentication approaches. 

Today’s Climate 

Usernames and passwords still 
form the basis for authenticating 
employee identity when logging 
into enterprise applications on¬ 
premises, says Michela Menting, 
ABI Research practice director. 

Frank Dickson, Frost & 
Sullivan industry principal, 
however, says the usefulness of 
using a username and password 
as the sole basis for authentica¬ 
tion is nearing an end. Today, 
more users are accessing 

Get Started 


distinct systems that each require 
a username and password. This 
“onslaught of system creden¬ 
tials” has led users to revert 
“to tactics that invalidate the 
intended security strength of 
passwords” for the sake of con¬ 
venience, he says. Factor in net¬ 
work intrusions exploiting weak/ 
stolen credentials, and security 
professionals are seeking ways to 
improve user authentication. 

Numerous authentication solu¬ 
tions exist that can accommo¬ 
date various workplace types, 
Menting says, including solu¬ 
tions primarily cloud-based and 
those that lock down everything 
and develop proprietary in-hous¬ 
es approaches for authentication 
and identity and access manage¬ 
ment (IAM). Though options 
are available for all budgets, she 
says, this means there’s a notable 
margin for error in choosing an 
inefficient solution that’s ill-suit¬ 
ed to an organization’s needs. 

Current Methods 

Dickson says four main types 
of strong authentication all have 


advantages and disadvantages. 
These include one-time pass¬ 
word (OTP) hardware tokens 
(key fob, smartcard, etc.); soft¬ 
ware OTP tokens (they function 
the same as hardware tokens, 
though software on a device, 
such as a smartphone, generates 
a code); USB key (may provide 
advanced certificate-based secu¬ 
rity applications); and biometrics 
(fingerprint, voice recognition). 

Moving forward, Dickson 
says strong authentication will 
progressively become more 
smartphone-centric, with smart¬ 
phones becoming the authenti¬ 
cation platform of choice. 

Other factors not necessar¬ 
ily considered strong but bet¬ 
ter than usernames/passwords 
and usable for authentication 
include SMS (out-of-band) and 
context-based factors, Dickson 
says. Risk- and context-based 
authentication won’t be a com¬ 
petitive alternative to strong 
authentication but will be 
expected to be included as part 
of a strong, multifactor authen¬ 
tication package, he says. 


Key Points 


• Expect smartphones to 
become a leading platform 
for strong authentication. 

• Single-factor authentication is 
giving way to multiple-factor 
authentication. 

• Increasing cloud service 
and mobile device usage 
are leading organizations to 
rethink approaches to user/ 
device authentication. 


Menting says although IAM 
technologies form the first line 
of protection for enterprise 
resources, BYOD trends and 
cloud service usage are posing 
new issues concerning authenti¬ 
cation and IAM. One is how to 
securely implement and manage 
authentication for mobile devic¬ 
es and third-party applications 
based in the cloud that pose a 
risk of unauthorized access and 
breach due to effectively being 
off-premises and out of IT’s 
direct control. 


Frank Dickson, Frost & Sullivan industry principal, says to combat 
the weakened validity of usernames and passwords, easy-to-use 
and secure authentication methods are needed. In short, although 
controlling access to systems is a priority for organizations, it’s gen¬ 
erally not for users. Thus, an authentication system should provide 
alternatives to vary the amount of user inconvenience based on 
risk mitigation the organization requires per activity. 
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Most commonly, VPN con¬ 
nections connect authenticated 
users to internal networks, a sce¬ 
nario that requires using certifi¬ 
cates or pre-shared keys and that 
makes a public key infrastructure 
(PKI) based on a trusted certi¬ 
fication authority to issue, dis¬ 
tribute, and revoke certificates 
necessary, Menting says. 

Often, PKI forms part of a 
broader enterprise manage¬ 
ment service, Menting says. 
“Encryption can also be built 
into OS capabilities or is 
available as third-party soft¬ 
ware,” she says. “Offerings for 
mobile devices are relatively 
limited, although this market 
is quickly gaining traction. 
Building encryption into the 
smartphone OS is not quite 
mainstream and, therefore, few 
OEMs offer this feature.” 

Notable Advancements 

Rather than one future for 
authentication, Dickson sees 
many, as different use cases and 
levels of need for risk mitiga¬ 
tion will necessitate different 
solutions. Similarly, he sees the 
use of many authentication fac¬ 
tors, each with its own ideal use 
case. Matching an appropriate 
method to use case means eval¬ 
uating certain attributes, he says, 
including the “degree of irre¬ 
futability,” flexibility, cost, ease 
of use, administrative ease, and 
prowess of company providing 
the authentication service. 

In terms of flexibility, Dickson 
says “there’s clearly a need for 


an open standards approach 
to enable an environment of 
innovation in authentication and 
wide scale adoption.” He says 
the Fast IDentity Online (FIDO) 
Alliance is the “most compelling 
advance in user authentication.” 

Beyond introducing speci¬ 
fications that define an “open, 
scalable, and interoperable set 
of mechanisms” that supplant 
password reliance and securely 
authenticate users of online ser¬ 
vices, he says, FIDO’s approach 
would enable enterprises, Web 
sites, and cloud applications to 
interface with a broad variety 
of existing and future FIDO- 
enabled devices users have or 
can obtain for online security. 

Tarzey says although “pass¬ 
words aren’t going to disappear 
overnight, if ever,” a notable 
change is the growing use of 
social network logins, which 
results in less need to cre¬ 
ate many identities. That said, 
granting access where more 
security is required will increas¬ 
ingly involve strong authenti¬ 
cation, he says, which can be 
problematic if the user experi¬ 
ence is too complex. 

Standards such as FIDO and 
OAuth aim to make the pro¬ 
cess easier, he says. Menting 
adds that “security and com¬ 
pliance is driving the trend 
to bridge identity and access 
management with cloud pro¬ 
vider applications by provi¬ 
sioning user identity through 
cloud-capable, federated SSO 
(single sign-on).” 


Action Plan 

Frank Dickson, Frost & Sullivan industry principal, says 
the “Holy Grail” of authentication is not relying on one 
factor but combining factors into an authentication bas¬ 
ket. Before migrating to multifactor authentication, he 
recommends weighing available options and considering 
the following themes: 

Don’t wait. Waiting for regulations to materialize before 
taking steps to reduce the risk of information breaches 
is unwise. 

Don’t be marginal. Being “amply” compliant is better 
than being “marginally” compliant, Dickson says. 

Be smart. Multifactor authentication isn’t just a best 
security practice; it’s a “smart business practice.” 


Top Tips 

Think globally. Beyond authentication, enterprises need 
broader identity and access management (1AM) capabilities, 
including provisioning, de-provisioning, and managing users; 
federating identities from multiple sources; and more. 

Multiply. Moving from a single-factor authentication 
approach to multiple-factor authentication can reduce data- 
security risks and direct/indirect regulatory compliance costs. 

Get smart. Many experts believe various benefits associ¬ 
ated with smartphones will make it a leading platform for 
authentication. 

Consider open standards. Research the latest develop¬ 
ments that are propelling authentication and security. 
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HOW TO 


Evaluate Hosted 
VoIP/PBX Options 

Not All Providers Are Created Equal, So Choose Wisely To Avoid Potential Problems 



Every company needs a 
phone system, but not every 
company wants the responsibil¬ 
ity of owning and maintaining a 
VoIP or PBX solution in-house. 
For those businesses, host¬ 
ed options let you move your 
phone system offsite but still get 
the features you want. However, 
you need to do your research 
upfront and compare vendors 
to make sure you get reliable 
service and access to expert sup¬ 
port as you need it. 

Hosted vs. In-House 

Darin Stahl, principal con¬ 
sulting analyst at Info-Tech 
Research Group, says the dif¬ 
ferences between in-house and 
hosted VoIP/PBX are the same 
as when you move any work¬ 
load into a hosted or cloud envi¬ 
ronment. You essentially take 
services off-premises to a third- 
party provider and let them han¬ 
dle much of the responsibility. 

Get Started 


The major benefits are that 
you don’t have to think as much 
about network issues, especially 
when you want to embrace uni¬ 
fied communications (UC). “If 
I try to put VoIP and UC on my 
internal network, all of a sudden 
I have to carve out bandwidth 
and worry about quality of ser¬ 
vice,” Stahl says. “Do I really 
need to bother with that as an IT 
guy? Why can’t I just make all 
of that go away? Hosted makes 
it disappear. You still have to 
manage the vendor, but it’s not 
something your techs have to 
worry about.” 

This introduces some unique 
scenarios. For one, the company 
has less responsibility over the 
system itself because it’s hosted 
offsite, which is either an advan¬ 
tage or disadvantage depending 
on how you look at it. “In my 
opinion, hosted PBXes are for 
smaller companies with five or 
10 connections where they don’t 


have any in-house administra¬ 
tion and they don’t want to be 
involved in the phone system,” 
says Nick Galea, CEO and 
founder of 3CX (404/465-3660; 
www.3cx.com). “But once you 
start to grow, want more con¬ 
trol, and want to integrate it 
with other software systems that 
you’re running, then often on¬ 
premises or private cloud serves 
you better.” 

Availability & Stability 

Whenever you consider 
moving any system or service 
to the cloud, there are always 
questions about availability 
and downtime. Galea says that 
companies should seriously con¬ 
sider whether a hosted VoIP/ 
PBX solution is right for them 
because on-premises imple¬ 
mentations are now “much less 
expensive to buy and maintain” 
and newer systems are much 
less complex. 

Companies should be wary of 
just jumping on the bandwagon 
and moving phones to the cloud 
along with everything else, he 


Key Points 


• If you’re a larger company or 
want more direct control over 
your phone systems, you may 
want to opt for in-house PBX. 

• Downtime is a potential chal¬ 
lenge for any hosted solution, 
so find a reliable vendor. 

• Go with a provider that is 
well-established, offers a 
solid product, and can also 
give you a personalized cus¬ 
tomer support experience. 


says, because “if there’s down¬ 
time and it’s difficult to commu¬ 
nicate with support teams, you 
should think carefully before 
you go hosted and lose control 
over that asset.” 

You can avoid many availabil¬ 
ity challenges simply by choos¬ 
ing a reliable vendor; one with 
multiple site support and other 
disaster recovery-related fea¬ 
tures. If you take this approach 
to finding a vendor, you could 
actually improve your uptime 


Cost is a major factor when trying to decide between in-house or 
hosted, and although hosted VoIP/PBX gives you one easier-to- 
manage contract and little or no equipment costs, you may not end 
up saving as much as you might think by going hosted. “I think, 
from a cost perspective over time, it turns out to be a wash,” says 
Darin Stahl, principal consulting analyst at Info-Tech Research 
Group. “By the time you start paying for the OPEX over time, you’re 
probably going to be pretty close with hosted vs. on-premises.” The 
big difference comes in those little costs related to maintenance 
and upgrades that creep up on you with an in-house deployment. 
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by going with a hosted provider. 
“I was working with one of my 
customers in Manhattan,” Stahl 
says. “They’ve been through 
9/11, Sandy, and the big black¬ 
out, but the thing that never 
stopped working for them was 
their phone system because 
it was hosted VoIP and it was 
always on.” 

You also have to consider 
security and built-in resiliency 
features. “Do they have more 
than one data center, or is it just 
five guys renting some cage 
space? Does it fit your toler¬ 
ance? This just becomes anoth¬ 
er type of workload that you’re 
looking at a managed service 
provider for,” Stahl says. Make 
sure your VoIP/PBX system 
is built on a solid infrastruc¬ 
ture foundation, and you can 
go a long way toward ensuring 
availability and uptime. 

What To Look For 
In A Provider 

As with any service pro¬ 
vider, it’s up to you to do your 
research and compare hosted 
VoIP/PBX providers to find the 
one that best fits your needs. 

Galea recommends finding a 
provider that supports mobile 
initiatives. It’s important that 
your desktop phone system 
can interact with your smart¬ 
phone or other mobile device 
to forward calls, but there are 
also in-depth applications 
available from some vendors 
that will essentially give you 
a full desktop client on your 


mobile device. This is par¬ 
ticularly helpful for compa¬ 
nies that embrace bring-your- 
own-device policies and want 
to give users the ability to use 
mobile VoIP/PBX clients. 

Galea says it’s also impor¬ 
tant to find a provider you can 
trust that gives you personal¬ 
ized customer service. 

“You may want to have dif¬ 
ferent queues that are dealt 
with in different ways, or you 
may want different forward¬ 
ing rules,” Galea says. “If the 
hosting provider can’t deal with 
those requests because they’re 
too complex, then it’s not going 
to work for you. Find a com¬ 
pany that has been around for 
a while with a good footprint 
in the market but is still small 
enough to offer that service. 
Some of the larger telecom 
companies can’t do that.” 


Action Plan 

Nick Galea, CEO and founder of 3CX (404/465-3660; www.3cx 
.com), offers these features to look for in a VoIP/PBX solution: 

Mobility. This not only means call forwarding, but also being 
able to use some of the most advanced VoIP/PBX features 
on your mobile device wherever you are. 

Multitasking. Look for more in-depth features such as 
Webconferencing and tools that let you show presentations 
while on a phone call with employees or clients. 

Open standards. Make sure the software and hardware are 
open enough to be used with almost any service to get the 
best choice, quality, and price. 

Integration. Choose a system that integrates well with exist¬ 
ing systems such as CRM. 

Administration. Prioritize easy-to-use administration tools 
and avoid overly complex, cumbersome interfaces. 


Top Tics 

Major benefits. Daniel Lonstein, COO of Airespring, says one of the most obvious benefits of using 
hosted PBX is that “you don’t have to maintain it,” but the advantages don’t stop there. “You don’t have to 
worry about license upgrades when a new version comes out,” he says. “You’re automatically updated 
to the latest and greatest versions of the software. It’s managed in somebody else’s data center, which 
normally has very good power diversity. Normally, there are going to be multiple, redundant geographic 
sites in case of disaster. All of those things make a case for moving these services to the cloud.” 

Levels of control. Lonstein understands that some people worry about how much control they’ll have 
over their VoIP/PBX solution in the cloud, which is why most vendors offer different levels of control to 
give users the best possible experience. When users will have certain administration controls where 
they can help users with log-in issues, password recovery, and other common problems, the provider 
takes care of “some of the higher-level functions that the user would never really want to get involved in,” 
including dealing with “the actual connectivity, phone lines,” and other more mundane tasks, he says. 
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Buying Tips: 

UPSes 



Power outages, spikes, 
surges, and other power- 
related problems are bound 
to happen. Your best pro¬ 
tection is making sure your 
uninterruptible power supply 
is up to the task. 

Start With The Basics 

Selecting an appropriate 
UPS for your enterprise isn’t 
what you call a simple pro¬ 
cess, but when you’ve done 
your research, it doesn’t have 
to be intimidating. 

Several key factors to con¬ 
sider are the type of equipment 
you’re already operating; how 
many pieces of equipment you’re 
protecting (and their sizes); the 
features you absolutely need; and 
your uptime requirements. 

Learn Load, Runtime 

You need to know the mini¬ 
mum time UPS batteries must 
provide power and the maximum 
runtime needed, says Ken Koty, 
sales engineer at PDU Cables 
(866/631-4238; www.pducables 
.com). If you have diesel genera¬ 
tors, typically 15 minutes of bat¬ 
tery backup time is standard. 

“If all you’re looking for is 
enough power to allow a safe 
shutdown, simple inexpensive 
UPS systems may be just fine. 
For mission-critical facilities 
where uptime is paramount, 
a parallel system utilizing 
redundant systems, dual bus, 
or a combination of both may 
be required,” Koty says. 


Purchase the right-sized UPS 
for your needs today. “Too 
small of a UPS system may 
need to be replaced as power 
consumption increases or risk 
failure; too large of a system is 
inefficient,” Koty says. 

Know The Features & Options 

The UPS features your 
enterprise needs depend on 
the protection level required 
for given applications. To start 
with, you need to determine an 
appropriate UPS configuration, 
Koty says. 

“What type of system will 
work best at your facility: stat¬ 
ic or rotary?” With a rotary 
system that has centrifugal 
ride-through, Koty says, you 
will not need batteries. But 
with a small window of ride- 
through time, the diesel gen¬ 
erators must start or your data 
center will go down. 

“If you have dirty power, 
you’ll want a UPS system 
that can handle more than 
just a straight power loss,” 
Koty says. Make sure the 
UPS can handle spikes, surg¬ 
es, swells, or sags. 

You also need to check the 
efficiency rating of the system, 
Koty says. Because it most like¬ 
ly will be running 24x7, a sys¬ 
tem with low efficiency can add 
up in operating costs over time. 

Check For Support & Service 

Koty says to compare vendor 
service and maintenance and 


check the manufacturer’s local 
reps. “Typically you will want 
a maintenance contract that will 
guarantee a 30-minute callback 
and no longer than four hours 
to have a person onsite.” 

Plan For The Future 

Don’t forget to account 
for unexpected additions that 
inevitably crop up. “Make sure 
the system you buy can either 
handle the needs of the data 
center as it will be built out, 
or make sure that it is modular 
in design so that, as electrical 
needs increase, additional UPS 
units can be installed/integrat¬ 
ed without disrupting the exist¬ 
ing systems.” 

If you’re buying a modular 
system, make sure to size the 
input feeds to your system to 
accommodate the maximum 
upgrade size, he says. 

Checklist 


Determine Whether 
It Makes Sense To Buy Used 

There are plenty of used and/ 
or refurbished UPSes on the 
market thanks in part to com¬ 
panies that have gone out of 
business or upgraded UPSes 
with useful fife left in them. But 
Darin Stahl, principal consulting 
analyst at Info-Tech Research 
Group, says to use caution. 

For example, Stahl says, some 
companies are holding on to 
their UPSes until the seven-year 
mark. If that’s the case, he says, 
“Maybe I save some CAPEX, 
but I more than consume that 
in OPEX because of efficiency 
loss if I’m buying used gear.” 
As with any used equipment you 
purchase, make sure to check the 
UPSes carefully, including their 
history, and purchase from a rep¬ 
utable reseller. 


Power and load. Determine your uptime goals and the kW load 
needed. Ensure the UPS you purchase can handle the required 
loads and that it provides sufficient runtime and capacity. 

Available features. Capabilities to look for include UPS configu¬ 
ration, redundancy, and the ability to handle any power anomaly. 
Don’t forget to check the energy efficiency rating of the UPS. 

Protection. Determine warranty, insurance, and guarantee 
requirements available from the manufacturer. 

Plan for the future. Make sure the UPS is modular and can 
be expanded as needed to account for both future growth and 
unexpected additions. 
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Buying Tips: 

KVMs 



KVMs aren’t just used in 
the data center or by IT anymore, 
says Richard Dominach, senior 
manager, product management 
at Raritan (800/724-8090; www 
.raritan.com). You’ll find them 
in labs, branch offices, schools, 
factories, and anywhere else that 
PCs, workstations, and servers 
are used, he says. Here’s what 
to look for the next time you’re 
comparing available options. 

Pick A Knowledgeable Vendor 

Mike McCurry, product 
manager for high-performance 
KVMs at Black Box (877/877- 
2269; www.blackbox.com), 
says you need to acquire sound, 
objective, experienced technical 
advice from a KVM provider. 

Chances are, you don’t have 
the time to learn about all the dif¬ 
ferent KVM offerings, so con¬ 
sider the aptitude of the vendor 
you work with, says Jeff Clark, 
president of Lindy (888/865- 
4639; www.lindy-usa.com), and 
be transparent about your needs 
and plans. “A good KVM vendor 
can help place the right system 
in your hands, but in order to do 
that, you must take the time to 
include this vendor in the initial 
planning stages,” Clark says. 

It’s often best to choose a 
single vendor, McCurry says, 
as purchasing different types 
of equipment from differ¬ 
ent manufacturers can create 
compatibility issues. “When 
performing the initial instal¬ 
lation and configuration, 90% 


of these users will realize very 
quickly that they will have 
many compatibility issues on 
their hands,” he says. 

Also important, he says, 
is getting the best solu¬ 
tion for the applications you 
need and staying within your 
budget, not being “sold the 
spiffed product of the week or 
month.” And ensure you get 
real after-purchase support at 
no additional charge. 

Don’t Forget The Basics 

McCurry says one item that IT 
often overlooks when selecting 
KVMs is accounting for cable 
and/or server access modules. 
“This is the equivalent to not 
getting the batteries for a new 
toy,” he says. Matrix KVMs may 
be overkill for a typical small to 
midsized enterprise, he says. 

Dominach says video quality 
is important as computer sys¬ 
tems move from VGA-based 
analog video to digital video 
standards such as DVI, HDMI, 
and DisplayPort. You need a 
KVM that supports both analog 
and digital video. 

Determine the maximum 
distance you need to con¬ 
nect devices to the KVM, says 
Anthony Yim, general manager 
of Austin Hughes Solutions Inc. 
(510/794-2888; www.austin 
-hughes.com). CAT 6 KVMs 
minimize distance problems; 
CAT 6 cable with an interface 
dongle can support up to 130 
feet without signal weakness. 


Make Sure It’s Secure 

McCurry says remote access 
is important because 24-hour 
onsite tech support is often cost- 
prohibitive. “Having the ability 
to open a browser and remotely 
access, review, reboot, or update 
a server without traveling back 
to the office is a great method 
of keeping your network healthy 
and employees happy.” 

Buying a KVM with secure 
IP remote access can reduce 
manpower and enable admins 
to gain BIOS-level access to 
servers, Yim says. A KVM 
over IP switch uses an encryp¬ 
tion protocol that will secure 
the data sent over the network. 

Dominach says buyers often 
ignore the security aspects of 

Checklist 


KVM. “Today’s remote KVM 
solutions are extremely powerful 
and can do an incredible amount 
of damage if compromised.” Be 
aware of vulnerabilities with the 
remote management solutions 
embedded in today’s servers. 

Plan For The Future 

Put some thought into how 
you’ll use the KVM now and 
into the future, McCurry says. 
“When viewing KVM switch¬ 
es, think about how many 
more computers/servers you 
plan on adding in the upcom¬ 
ing months and years. You do 
not want to fully populate a 
KVM switch right away and 
discover you have to get the 
next size up or find a com¬ 
pletely different solution.” 


Richard Dominach, senior manager, product management at 

Raritan (800/724-8090; www.raritan.com), recommends look¬ 
ing for these features: 

• The ability for out-of-band, BIOS-level, IP-based remote 
access to a variety of servers and data center devices. 

• Options for virtual media and the ability to remotely connect 
a CD/DVD/USB drive/hard drive to data center servers to 
install software, copy data, and even remotely install an OS. 

• A secure KVM solution supporting secure authentication, 
military-grade encryption, granular user permissions, and 
centralized logging. 

• Remote power control. When all else fails and a server is 
locked up, it can be essential to remotely reboot the server. 
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PROCESSOR 


Network With Your Peers 
At These IT Training & Association Meetings 
Across The United States 


SEPTEMBER 
AITP Wheeling 

Sept. 10 

White Palace at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 


AITP 

Research Triangle Park 

Sept. 11 

NC State University Club 
4200 Hillsborough St. 
Raleigh, N.C. 
www.rtp-aitp.org 


AITP 

Washington D.C. 

Sept. 11 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 
Chevy Chase, Md. 
www.aitpdc.org 

SharePoint 

TechCon 

Sept. 16-19 
Boston, Mass. 
www.sptechcon.com 


ISSA-LA & 
OWASP-LA 

Sept. 17 
6:15 p.m. 

Microsoft Technology Center 
13031 W Jefferson Blvd. 
Suite 200 
Playa Vista, Calif. 
www.issala.org/events 

AITP 

Southwest Missouri 
techITout Technology 
Showcase Expo 

Sept. 18 

Oasis Convention Center 
1-44 & Glenstone 
Springfield, Mo. 
www.techitoutexpo.com 


AITP 
Twin City 

Sept. 18 
7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members 
/group_content_view 
.asp?group=75779&id=125369 


Administering Windows 
Server 2012 

Sept. 22 

New Horizons Charlotte 
9140 Arrowpoint Blvd., Suite 400 
Charlotte, N.C. 
www.nhcharlotte.com 


High Performance 
Computing for Wall Street: 
Show & Conference 

Sept. 22 
Roosevelt Hotel 
Madison Avenue & 45th St. 

New York, N.Y. 
www.flaggmgmt.com/hpc 


Interop New York 

Sept. 29-Oct. 3 
New York, N.Y. 
www.interop.com/newyork 


AITP Akron 

Sept. 30 
Akron, Ohio 
www.akron-aitp.org 
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Upcoming IT Events 


OCTOBER 


DatacenterDynamics 
Converged Chicago 

Oct. 1 

Hyatt Regency McCormick Place 
Chicago, III. 

www.datacenterdynamics.com 
/conferences/2014/chicago-2014 


AITP Wheeling 

Oct. 8 

White Palace at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 


AITP Research Triangle Park 

Oct. 9 

NC State University Club 
4200 Hillsborough St. 

Raleigh, N.C. 
www.rtp-aitp.org 

AITP Washington D.C. 

Oct. 9 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 

Chevy Chase, Md. 
www.aitpdc.org 


AITP 

Southwest Missouri 

Oct. 15 

MSU e-Factory 
405 N. Jefferson 
Springfield, Mo. 
www.aitpspringfield.org 

ISSA-Los Angeles 

Oct. 15, 11:30 a.m. 

Taix French Country Cuisine 
1911 West Sunset Blvd. 

Los Angeles, Calif. 
www.issala.org/events 

AITP Twin City 

Oct. 16, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members 
/group_content_view 
.asp?group=75779&id=125369 

Data Center World- 
Leadership Conference 

Oct. 19-22 

Orlando World Center Marriott 
Orlando, Fla. 

www.datacenterworld.com/fall 


DatacenterDynamics 
Converged Phoenix 

Oct. 21 

Hyatt Regency Phoenix 
Phoenix, Ariz. 

www.datacenterdynamics.com 
/conferences/2014/phoenix-2014 


Big Data 
TechCon 

Oct. 27-29 
Hyatt Regency 
1333 Bayshore Highway 
Burlingame, Calif. 
www.bigdatatechcon.com 

Google Glass 
DevCon 

Oct. 27-28 
Hyatt Regency 
1333 Bayshore Highway 
Burlingame, Calif. 
www.ggdevcon.com 


AITP 

Akron 

Oct. 28 
Akron, Ohio 
www.akron-aitp.org 


Do you have an event you’d like to see listed? 
Send an email to feedback@processor.com. 
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HAVE YOU BEEN TO 
www.PROCESSOR.com LATELY? 

We’ve redesigned the site to make it easier to find the 
product news and technology information you trust! 



A drill-down search to view content by specific product category 


PROCESSOR 

Products, News & Information Data Centers Can Trust. 

HOME ABOUT US SUBSCRIPTION HEADQUARTERS ADVERTISING 


NEWSSTAND 

processor'"!: 


Plug-Lcvd Power Monitoring 



June 13.2014 


Featured Content 



COVER | JUNE 13.2014 

Plug-Level Power Monitoring 


The STARLINE Critical Power Monitor is a true power monitor, letting 
you see your amperage draw per phase and system voltage, and 
calculated values for apparent power, reactive power, and kilowatt per 
hour usage (kWh) 


Universal Electric Corp 
www uecoro com 
Phone: (800) 245^378 


FEATURED PROOUCT | JUNE 13. 2014 

Improving The Transfer Switch 


View Newsstand 

CATEGORIES 

Cfients 

Messaging & Telephony 

Networking & VPN 

Physical Infrastructure 

Security 

Servers 

Services 

Storage 


Raritan's new Intelligent Rack Transfer Switch uses a hybrid design, 
combwrg the best elements of both electromechanical relays and 
silicon-controlled rectifiers Mo an affordable solution 


Raritan Americaa, Inc., America* 
Headquarters 

Phone: (732) 764-6886 


General Content 



HOWTO | JUNE 13.2014 

Are Major Network Fixes In The Immediate Future? 

It's essential to know the current trends driving network Improvements and telltale signs a network 
management system upgrade is likety needed Read on to determine whether it's possible to hold off on major 
upgrades in favor of minor improvements 


CONTACT US 


Read Article 





Easy access to read full articles - 1 

Article Listings provide brief overviews of the latest content added to the site — 
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PROCESSOR 

Solutions Directory 


Here are brief snapshots of several companies 
offering products designed for the data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 


To list your company and products, 
call (800) 247-4880. 


Physical Infrastructure 


lilND>® 

CONNECTION PERFECTION 


LINDY USA specializes in cables, adapters, electronics, and accessories for 
computer, networking, and audio video applications. Since 1932, Lindy has 
supplied high-quality interconnects to customers in commercial, telecom, and 
residential markets. What sets us apart is our complete dedication to innova¬ 
tion, performance, and reliability. Our cabling products are truly outstanding. 


Products Sold: 

• Networking Products 

• Sharing, Converting, Extending 

• Hardware and Security 

• Cables 


•Audio/ Video 

• USB and FireWire 

• Add-On Cards 

• Adapters 


• KVM 

• Input Devices 

• Power 

• Much more! 


(888) 865-4639 | www.lindy-usa.com 


Physical Infrastructure 


BayTech 


BayTech was founded in 1976 and, since the 1990s, has developed unique 
products for remote power management. The company uses printed circuit 
board instead of wires for a better, more resilient connection between the data 
center equipment and the receptacle. BayTech provides an extensive Web site 
with brochure downloads, warranty information, and reseller support and also 
offers evaluation units for data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 


(800) 523-2702 I www.baytech.net 


Physical Infrastructure 


ELECTRONICS 

Recognized as the pioneer of KVM switch technology, Rose Electronics offers 
the industry’s most comprehensive range of local and remote server manage¬ 
ment products such as Digital Signage, Video wall Controllers, Video Splitters, 
Digital KVM IP, Fiber/CATx KVM switches, KVM extenders, KVM Rack 
Drawers. Rose Electronics products are known for their quality, scalability, 
ease of use and innovative technology. We listen carefully to our customers 
and work with them to ensure they receive the best products and service to 
fulfill their technology needs. 


Products Sold: 

• Switch Selector 

• KVM Multi-user 

• KVM Single-user 


• KVM IP 

• AV Switches 

• Multi Viewers 


»Video Walls 
* AV Switches 
»Multi Viewers 


(800) 333-9343 I www.rose.com 


Physical Infrastructure 


ITWatchDogs 


ITWatchDogs manufactures environmental monitors that help prevent downtime 
from climate- and power-related issues. Its Web-enabled monitors let users keep 
an eye on remote conditions from a secure Web interface and receive SNMP, 
email, SMS, and voice call alerts when specified alarm thresholds are exceeded 
for external factors, including temperature, humidity, airflow, power failure, smoke, 
water detection, and more. 

Products Sold: 

• Climate monitors 

• Power monitors 

• Digital and analog sensors 

• IP surveillance cameras 


(512) 257-1462 I sales@itwatchdogs.com I www.itwatchdogs.com 


Physical Infrastructure 


CRAGG 

Quality People. Quality Power 

As an integrator and master distributor providing quality power solutions, HM 
Cragg has built a reputation as the company that delivers innovation to aid and 
satisfy its customers. HM Cragg was founded in 1968 and is 100% employee- 
owned, focusing on quality people and exceptional products. 

Products Sold: 

• AC and DC power solutions (UPSes, power distribution) 

• Control and monitoring (environmental and power) 

• Connectors and cables (cord sets, ePDU cables) 

• Cooling and Racks (airflow management, portable cooling) 


672-7244 I www.hmcragg.com 
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^Atlas Sales & Rentals, Inc. 

THE PORTABLE COOLING & HEATING SPECIALISTS 


Atlas has specialized in portable air conditioning since 1979 and leads the 
industry in server room and data center portable cooling. We offer “24/7” 
response from company-owned, full-service offices around the country, each 
stocked with a wide inventory of equipment for primary, supplemental, or 
emergency cooling. All portable items are available for sale or rental. Atlas is a 
Preferred MovinCool® Distributor and a GSA Certified MAS Contractor. 

Products Sold: 

• 1 -5 ton portable air conditioners, air and water-cooled 

• 12-ton portable coolers designed to roll through a standard doorway 

• Ceiling-mount air conditioners - full line of MovinCool® packaged a/c units 


(800) 972-6600 I www.AtlasSales.com 


SENSAPHONE 

REMOTE MONITORING SOLUTIONS 


Sensaphone has been designing and manufacturing remote monitoring 
systems for more than 25 years and has more than 300,000 of its products in 
use. Sensaphone’s product lineup offers a full range of devices with a broad 
number of features and applications designed to monitor your entire infrastruc¬ 
ture and alert you to changes. All product engineering functions, including 
hardware and software design and circuit board layout and assembly, are 
performed at the Sensaphone facility in Aston, Pa. 

Products Sold: 

Remote monitoring solutions that provide email and voice alarm notification 
for problems related to temperature, humidity, water detection, power failure, 
and more. 


(877) 373-2700 I www.sensaphone.com 


Physical Infrastructure 



CHATSWORTH PRODUCTS 


Chatsworth Products (CPI) is a global manufacturer providing voice, data products, 
and service solutions that optimize, store, and secure technology equipment. We 
offer innovation, configurability, quality, and value with a breadth of integrated system 
components, covering virtually all physical layer needs. Unequalled customer ser¬ 
vice, technical support, and industry-leading distributors, assures customers that CPI 
is dedicated to delivering products and services designed to meet their needs. 


Products Sold: 


• Cabinet, Containment 
& Enclosure Systems 

• Thermal Management 

• Wall-Mount Systems 

• Cable Management 


(800) 834-4969 


Power Management 
KVM Systems 

Environmental Monitoring & Security 
Seismic Protection Systems 
Cable Runaway and Tray 


I www.chatsworth.com 


Physical Infrastructure 


PDU oo Cables 

Innovator in data center efficiency 

PDU Cables is the leading supplier of power distribution cables assemblies to 
data centers in North America. PDU Cables has been serving this industry since 
1981 and is the first independent cable assembly company to introduce 
colored conduit into the power distribution cable market, the first to get UL 478 
listing, and the first to introduce the Power Cable and Equipment Configurator 
software tool. The company is centrally located in Minneapolis, Minn., allowing it 
to offer 24-hour turnaround and shipping time of just one or two days to almost 
any United States destination. 

Products Sold: 

A range of power cables, cable seals, and power cord assemblies. 


(866) 631-4238 I www.pducables.com 


Physical Infrastructure 


AUSTIN 



Founded in 1995, Austin Hughes Electronics Ltd. is a design and manufactur¬ 
ing group that offers a broad range of solutions based around 19-inch rack- 
mount technology. With a wealth of experience, Austin Hughes design and 
development teams are focused to rapidly transform customer requirements 
and market trends into saleable solutions. 

Products Sold: 

• Infra solution Cabinet Smartcard Handles 

• InfraPower Cabinet Intelligent PDUs 

• CyberView Rackmount KVM & LCD Console Drawer 

• Environmental Sensors 


(510) 794-2888 I www.Austin-Hughes.com 


Physical Infrastructure 


COMPLJIERWISL 

ComputerWise, a privately held U.S. based corporation founded in 1971 as 
a provider of off-the-shelf as well as custom software and systems for the 
manufacturing marketplace, has since 1981 manufactured factory data collec¬ 
tion systems and equipment. Our product line consists of compact keyboard/ 
display units, networking hubs (TIM1B) and concentrators (TLD2), plus appli¬ 
cation software. 

Today ComputerWise manufactures a wide-range of data collection terminals, 
both stationary and portable, as well as Ethernet based terminals and our 
EC305 Ethernet Time Clock and EC305-FP Biometric Time Clock. 

Products Sold: 

• Data Center Wall Clocks 


(800)255-3739 I www.sales@computerwise.com 
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Upsite Technologies ®, Inc. is the industry leader in data center airflow manage¬ 
ment and provides a full suite of products and services designed to optimize data 
center cooling systems, allowing managers to maximize cooling capacity while 
reducing energy costs. Upsite distributes its award-winning line of services and 
products, including its KoldLok® raised-floor grommet, through leading channel 
partners in the data center industry throughout the United States, EMEA and the 
Asia Pacific region. 



coolers 

Portable Air Conditioning with Confidence 


Since 1985, Spot Coolers has specialized in portable cooling and 
heating units for use in data centers, commercial office buildings, hospitals, 
schools, factories, and warehouses. As a United Technologies Company, 
Spot Coolers takes responsibility for ethics, safety, security and protecting 
the environment. With more than 5,000 portable cooling and heating units 
at our 38 locations nationwide, you can be sure that our delivery and 
installation staff are reliable and dependable: people you can trust! 


Products Sold: 

• HotLok • AisleLok 

• KoldLok • EnergyLok 


Rentals & Sales of: 

Air and water cooled air conditioning units, trailer-mounted cooling units, heat 
pumps, ceiling-mounted cooling units 


(505) 798-0200 or (888) 982-7800 I www.upsite.com 


(800) 367-8675 I www.spot-coolers.com 
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COMPU-AIREinc. 

Specialized Environmental /Itr Conditioning Systems 


Compu-Aire Inc. has been providing quality specialty air conditioning equip¬ 
ment since 1980. We offer products employing the latest state-of-the-art con¬ 
trol and energy management technology and work with you to design HVAC 
systems that can save you money. Our engineered flexibility allows you to fine- 
tune your HVAC system to meet the specific requirements of your application, 
resulting in lower installed and operating costs, high energy efficiency, quiet 
operation, superior indoor air quality, and low-cost maintenance and service. 

Products Sold: 

Ceiling mount, floor mount, wall hung, console, and in-row air conditioning 
systems. 


(562) 945-8971 I www.compu-aire.com 


Physical Infrastructure 



Server Technology 

Quality Rack Power Solutions 


Server Technology is committed to the PDU market with the largest group of 
engineers dedicated to power distribution and other solutions within the equip¬ 
ment cabinet. Advancements in device power monitoring help data centers 
monitor and improve their efficiency, and continuous research and develop¬ 
ment is fueled by companies that look to Server Technology for their custom 
cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet Power Sensing (POPS), 
Rack Mount Fail-Safe Transfer Switch, Console Port access with remote power 
management, Switched, Smart, Metered, Basic, and -48 VDC 


(800) 835-1515 I www.servertech.com 
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HSIMPLEX 

' ISOLATION SYSTEMS 


■A AVTECH 

Since 1979, Simplex Isolation Systems has been setting new design standards 
in modular expandable cleanroom components, isolation curtains, hardware, 
and new product development. Fontana, Calif.,-based Simplex’s unique strip 
doors and mounting systems are designed for quick installation. Simplex 
parts and materials perform with optimum efficiency, last longer, and save you 
money. And with Simplex, you are always backed by industry expertise, 
product knowledge, and the best warranties in the market. 


AVTECH, founded in 1988, manufactures hardware and software for users 
at all skill levels to easily monitor environmental conditions in IT and other 
facilities. Their Room Alert® products will monitor, alert, log, graph, view, 
respond, report, and protect. Over 130,000 customers across 179 countries 
makes AVTECH a proven market leader, allowing ‘Disaster Prevention’ 
instead of ‘Disaster Recovery’. Protect your facility today with AVTECH’s 

Room Alert®. 

Products Sold: 

• Cleanrooms • Strip doors 

• Enclosures • Curtains 


Products Sold: 

A full range of Room Alert® monitors, sensors, and software for temperature, 
humidity, heat index, power, flood/water, smoke/fire, air flow, room entry, 
outdoor and fluid temperature, fuel and water tank levels, panic buttons, oil, 
sound, light, and more. Alert by text, email, SMS, phone, and more. 

(877) 746-7540 1 www.simplexisolationsystems.com 


(888) 220-6700 1 www.AVTECH.com 
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Based in New York City, Hergo Ergonomic Support Systems is an independent 
designer and manufacturer of enclosure cabinet solutions, technical computer 
furniture, and modular racking systems. The company’s products are designed 
to promote organization in the workspace and to increase the productivity of 
computers, peripherals, and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 

Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 


(888) 222-7270 | www.hergo.com 



DATA CENTER SYSTEMS, INC. 

Providing Solutions to Critical Problems 

Data Center Systems, Inc. has been the exclusive Liebert representative in 
Minnesota, North Dakota, South Dakota, and Western Wisconsin since 1978. 
We are committed to providing business owners, contractors, value added 
resellers, consultants, engineers, and IT departments with HVAC and critical 
support solutions. 

Products Sold: 

• Presicion Cooling 
•UPS Systems 

• Server Racks & Cabinets 

• Power Distribution & Conditioning 

• System Monitoring 

• Load Bank Rentals 


(952) 403-9900 I www.datacsi.com 


• Computer desks 

• Cable management 

• Power management 


• Smart Solutions 

• Surge Protection 

• Fire Protection Solutions 

• Monitoring 

• Portable Cooling 


Storage 


iStarUSA® Group 

Boasting more than 20 years of experience in the industrial computing 
market, iStarUSA Group has made its mark in the design and manufacture 
of rackmount chassis, industrial power supplies, data storage, enclosed cabi¬ 
nets and racks, and custom power solutions. The group reaches a number of 
vertical markets via its four divisions: Claytek, iStarUSA, RaidAge, and Xeal. 

Products Sold: 

• Claytek: Racks • RaidAge: Data storage 

and enclosures • Xeal: Industrial power 

• iStarUSA: 

Industrial chassis 


(888) 989-1189 1 www.istarusa.com 


Storage 


StorSANM 


StorSAN is a leading manufacturer of networked and direct-attached 
storage solutions for data-intensive enterprise and SMB environments. 

Since 2002, StorSAN has provided innovative turnkey OEM storage solutions 
that help simplify the way our customers deploy fast and reliable products to 
new markets. 

Products Sold: 

• 10GbE iSCSI SAN • Hybrid NAS/iSCSI/Cloud Storage 

• Fibre Channel SAN • SAS RAID Storage 


(714)494-1030 I www.ST0RSAN.com 


Messaging & Telephony 



3CX was founded in 2005 by entrepreneur Nick Galea who saw the need for 
an open standard software PBX for Microsoft Windows. With 86.7% of busi¬ 
nesses using Windows as their operating system, the need for a software- 
based phone system which runs on Microsoft Windows was evident. 3CX 
maintains a global presence with offices around the world, including the United 
States, the UK, Germany, France, Japan, and Cyprus, as well as fully localized 
websites available in more than eight languages. 3CX has been selected by 
leading companies and organizations worldwide to meet their unified communi¬ 
cations and telephony requirements, including Boeing, Pepsi, Harley Davidson, 
Hugo Boss, American Express, and Toshiba. 

Products Sold: 

• Full range of VoIP telephony software products 


(404) 465-3660 I www.3CX.com 



Supermicro® (NASDAQ: SMCI), the leading innovator in high-performance, 
high-efficiency server technology, is a premier provider of advanced server 
Building Block Solutions® for enterprise IT, data center, cloud computing, HPC, 
and embedded systems worldwide. Supermicro is committed to protecting the 
environment through its “We Keep IT Green®’ initiative by providing customers 
with the most energy-efficient, environmentally-friendly solutions available on 
the market. 

Products Sold: 

• Servers • Network switches • GPU servers 

• Motherboards • Storage solutions • Embedded 

• Chassis • Blade servers 


(408) 503-8000 I www.supermicro.com 
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Servers 


CH6NBRO 

Chenbro is a leader in enclosure solutions, selling its products primarily to 
system integrators and OEM and channel partners. The company’s extensive 
research and development efforts help it to keep its competitive edge and 
maintain market leadership, with special focus on thermal, EMI, and acoustic 
solutions. Taiwan-based Chenbro has offices in the United States, UK, The 
Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation chassis, rackmount 
chassis, and HDD enclosures. 


(909) 937-0100 1 www.chenbro.com 


SIGN UP TO RECEIVE 
THE DIGITAL EDITION AT 

www.Processor.com . . . 

IT'S FREE 


PROCESSOR 


PROCESSOR 



View Newsstand ! fflrmitchOo* 



. t»-,vllvi JK.. 

II* jJdlV'Vx l.mv.l cjNrHlv |woiW V1,V SPM can HB 

m ihc wh.»U* iliij ,cntc, . Anti 

l-rcJum.- Iijluic, help 1 vc Ihc Jj.hN.ji.l l.. ..mi ioIuikLuv, . . 

u .,s.t vi,.„KWvK J p J ,,i% hyurccnvul Joru. ssMCirap i»<u.v i... i»«. B$«rvef Technolosy 1 

NOW PROCESSOR 

l|> >nu know il jih! uhoi Jivl jIjimi, I>jwJ ivl> mjfhl Iv Pww u- 

u imj-hi run ool ,«i llv- |viv.a jivl cmm-omcn- itli SIAV, s.1. 

Il v«,’4njuit«u JmhI: 

»,-r. I..» il> ,.x.i h..» II lu>i- j ..iiiul . . . 1‘uic rcjVHt, Ji. 1515 IBHH 

U.h li re U.nif ,H nip., id |.« nuriaiiiip jljiin, iIkiii v.-m ,m ciiual lit ■ 1. Ml|»^noV>h■BHHHj 

CAN GO ANYWHERE 

o 

_ ^ 

YOUR iPAD GOES! 


PROCESSOR.COM 



(800) 334-7458 


THE INSTANT 
ACCESS YOU NEED. 


www. PROCESSOR, com 




PROCESSOR 


An Easy, Affo 
To Monitor & 


PROCESSOR ... 


An Easy, Affordable Way 
To Monitor & Manage Power 


Processor.com • Vol. 36 Iss. 18 • September 5,2014 • Processor® 47 

























































WITH 3CX PHONE SYSTEM 

REDUCE YOUR COSTS 

INCREASE PRODUCTIVITY 

DELIVER MOBILITY 

WITH A SOFTWARE PBX 


10 Advantages of 3CX Phone System 

1. Easy to manage by an IT administrator 

2. Costs less to buy and expand 

3. Greater return on investment 

4. Use existing hardware and make huge savings 

5. More features by leveraging Windows technologies 

6. Hardware & vendor independent - no vendor lock in 

7. Better fault tolerance through easy backup of your PBX 
8.3CX Phone System is more scalable than hardware PBXs 

9. Better integration with other business applications 

10. Easily build voice applications that increase productivity 


VISIT 3CX WWW.3CX.COM 


Software PBX for Windows 


vmware- 

PARTNER 


info@3cx.com 


www.3cx.com 
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